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BT AR NERLRET AN ZEILER RN L2202 NHLhrg g BHEAR

It LU R 2 A7 38 A 3 D5, 00 5 Se AT — R SR AR AR 4R I Ab 78 58 3

AN NBEAT , B 0 (B A A AN B A BB A TR, AN A AR ANE , RO TR X 2 2R 7Y A B 2 R

BT, €T, BUA RN AT RE S Rl ANE T, H— B & b T 5 1 R 4 3 B RS

O H A2 A X 21 B AR R 37 S, AR S B PR T RE AR A — E RS TN

JIT DL X 45 A A% O 1) B BR BRI MR AN 20 #r, B4 IR Sk b BEAT B 480 4 i fe 5 U 10

BAR VU W XA A S Bom, ERBIRE, &5 KR, VIE FRIZLERIGHABSEBEIERA O oKL 5E S ) ks
YL A X FPRBU, AN BT X5 B B AR S T, AACEEBEAE A R S D0 itk 2, o HL 22 RE T R ) I oK X JE S 6 0 U R
FAN AR — A ARSI BB N O3, TH ) 2R B R A AR S WIS R — 0 2, 0 2% b R JB L R R B AR N O E ) BE 0 A AR ) R 0
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ANHBER => AMAEE /RN => BRRMIIELI] => MBEXTIE => B TFafm => NO9ERF => WdEFfE => & HRER 48

‘©0x01 NCItXPRIREN [ RUERNER, HEMBRFSMAFEASARHERIS, IEBHED |

ZECONFR i H Fr T A H s ip B

. H bR & Fhweb® B 5 & 8 % 1

L EYUECH 45 B i R L CE Web banner

o0 HAs P HSECB #h 47 F Al IR 55 o 1 431 1 4R 0 1R )

5260 H FRDNS & 15 0 Vi X 5 A% 32, 4 SR AN 70 1 ) 40k 288 2% 1K 7 el 8 1k

L FE I HFR P 75 Web banner

b X H A P A 7 18 AT 2 AR 5% g R R )

k&1 HAR BT A A7 i Webil s Web e 77 18 80 A H 7 40 hit A

MoGit 4k HAnilt 8% 09 &K BUR SO N K S E S, R EE A R AL B H AR A N O FE & M 2 "AccessKey”
ML/ AFESCEE hERE AR & BUR o & K5 E

MEHE =T LR ETERERE SRR &MEURK % [ BN EREGE ]

H Frsvn Btk 5% (1) & 28 B oo fF

P H A [ 24k H bR Rl ik i 0 & RO OO, P Ry S, RO B SO, UEES , i A HJwebshell, fFEESE ... ]
H br ki i B B 7E 71 o 4C 05 Hh it B8 R 2% BURE B

fofa / shodan / bing / google hacking /& F|H

HWERW FHEYS / ALTLS / B [ FFRF 3 &N TED R E A ARG &2 Ot fgEd s ]
HAr H X AR S A BRSO /7 wiki B8 (19 8% ik 5 5% 60 & B BUS(E B

H¥r 5 DR P

31 H hrapp Webif 3K

i B s EH 8 4 H An N A5 R

oA
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BIMERN B &M NEBQQHE / Tlf5 B
ST B AR [JUH R RSN
R 5 1 T 38 4R B 1) & S8 B A B ) 55 A e il
HFsPrH waf Fr8iRA 5 Zead
BypassWAF (/4 bAL /7 0L / T #
BypassWAF SqliEA
BypassWAF RCE
BypassWAF % J$Java Web ' 8] £F C &iNday i 1 #)
BypassWAF Webshell %%

0x02 NI#XBRIKEN [ FpERFGHHED ( "ERZE") |

VERY B, B E A X &% EW "R+ JFEBER + webfRSFSHM" B B K& R 2 FiNday i I A H
W e SEPRBUE AR SRR K "SRRI she ILBUR mifk ™ b EBEAT 1 AN HE Y, 1T 58 45 DAk oM T O = 1A

W, A Bk k T — A e 2R B B, HSE s R SERE A AP Bh Pt getshell /9 "HREAET , IR K& "webd A"

Ot 3IE A )avarhEAtIZ I EHINdayiFiRFIF

ANE T H e A K webE T, Java iz 17 AU PR I8 & &6 Lh iy, B 2 K E 7 # & B2 root/administrator/system i 7t i
It LS5 2 ¥ she LIAL PR — Mt 45 55 & , 38 0 &5 B 42 2 Al 5% 4% BLER

Jo AR R LL BN I o, N AR 3 — M AR #2328 0, I DAk R S 1Ok 3R B — A R I B AR HLN 1 BLRR

O T B J W6 A7 M R S 7 FH R A o ] O R R % S A S O A A AR B S L

e Struts2
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Struts2-005
Struts2-008
Struts2-009
Struts2-013
Struts2-016 (5 br b, 1R % #% 5 SR b 7 AN, B Th % )
Struts2-019
Struts2-020
Struts2-devmode
Struts2-032
Struts2-033
Struts2-037
Struts2-045
Struts2-046
Struts2-048
Struts2-052
Struts2-053
Struts2-057

* weblogic

CVE-2019-2725
CVE-2019-2729
CVE-2018-3191
CVE-2018-2628
CVE-2018-2893
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CVE-2018-2894
CVE-2017-3506
CVE-2017-10271
CVE-2017-3248
CVE-2016-0638
CVE-2016-3510
CVE-2015-4852
CVE-2014-4210

SSRF
FH A5 04, B webshell

e Jboss

CVE-2015-7501
CVE-2017-7504
CVE-2017-12149

A RL] A, H FHwebshell
&5 04, Fwebshell

o wildfly [ jboss 7.x 2282 /3 wildfly ]

#6551 4,5 F webshell
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e Tomcat

CVE-2016-8735

CVE-2017-12615 [ readonly SEPR#A truelIE b, WA ]
CVE-2020-1938 [ AIPHHiIIH, HE #8009y I F /MM A KL , G ]

BRI G504, # B webshelll [ JE: 7.xiAJSE, BN T By HLH ]

e Jekins

CVE-2018-1999002 [{F &= X2 E ]

R 7], AR = Ay 2 AT
Zil G 8 02, EE w4 AT

e ElasticSearch

CVE-2014-3120 [ L[ 14X Z A (o) & )RCE]

CVE-2015-1427 [Groovy RCE]
CVE-2015-3337 [{F& CfF i HL ]

REBERY5 ], BURAS B R

e RabbitMQ
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54

e Glassfish

RSO EEE [ IRIRA ]
i & 59 14, 5 Fwebshell

e IBM Websphere

Java [ F A4k
A9 04, 5 EHwebshell

e Axis2

A B SO AL
H 3% 38 i

e Apache ActiveMQ

KA ) ,5.12 ZHI KR A fileserverfifE PUT(EEH
CVE-2015-5254

e Apache Solr

7/34



CVE-2017-12629

CVE-2019-0193 [ Apache Solr 5.x - 8.2.0 ]

e Apache Zookeeper

RIS ), BORAE R

e Apache ShirozFEFI{t
o fastjson <= 1.2.47 RFFMLFIA

Ot RIFXRWindows phpEEpEIRR [ BFULRIMIREFIRIWebshe I PRIERIERS, FRLL & H th 2O A SRS %SO ]

AppServ
Xampp
E$°S
PhpStudy

ORI FEFRIEEFR SHINdayiRiRFIA

Dedecms
thinkphp 5.x
phpcms

ecshop

J5 659 114, &% C Hinday ik i F A
J5 659 14, &% C Ainday i i A H
Ja 65 04, &4 C Fndayis i F) A
J& &5 14, 251 2 Fndayis I F H
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Metinfo
discuz
7 & cms
phpmyadmin
wordpress
joomla

drupal

5 G55 04, &5 2 Hindayis IF F F

J5 655 104, &%) Fndayis I F H

JG &5 14, &4 0 Fnday ik I A H

B 5 04, &5 2 Fndays I F

J& &5 04, &4 C K nday i iF F H

J5 6504, &4 2 Fnday s IF A H

CVE-2018-7600 , /5 & 55 14, &% & Hindayw i F| A

O IHEFXEWebBItEY EXINdayiRiRFIA

e IS 6.0 RCE

R S A U
PUT £ B 5

Webdav RCE CVE-2017-7269

- HENHEERSR

SQLVE A
S A 132 B
T A2 AT

o 1BIXOA
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SQLVE AN
& L

e Exchange

FFH 2 O R A7 R 4H P 44 Mg
Bl XA 8 00 58 0 4 Bl
CVE-2020-0688 [ Al aI#EE FHFE LB AL E —NWEHH -~ BUR ]

e Zimbra [ XXE + SSRF => RCE ]

CVE-2013-7091
CVE-2016-9924
CVE-2019-9670

e Citrix

CVE-2019-19781

e Jumpserver

543 46 uE SR i
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e Zabbix

CVE-2017-2824
SQLIEAN [ 2.0 ERA ]
& 55 04, BUSL 28 E Bt g

e Cacti

KA SQLE A
Bl 55104

e Nagios

CVE-2016-9565
G904

e Webmin RCE

CVE-2019-15107

e PHPMailer

CVE-2016-10033
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o ZHOAIIERIGHIT

o £IOA SQUEAN

o Coremail BRI HEE

e UEditor {EE3 4 L&
OpenSSLOIEREMAMBAX K SE TS [ Heartbleed ]
o H5SimiE [ Shellshock ]

OFMEEREgetshel FIEHETWebiFRFIA [ i BLRREFAHABHER TREIERREEUS UGN

e/ REEHRAT 7 RFFI

RS LA 7 M/ Bl

(2N

XSS (52Pr b, XSS A A B0 L0 RE TE WE AT , T B AT 0 U5 25 oday M A (6 4 2 FE ALK, 20 BA 37 57 R H s IR AN J2 4E 8 3w )
Mk 55 32 8 I

OHWFRIDRMEZZHSHTA EERWbEREFISERBOS &k SXSHIndayIEFIH

e Pulse Secure VPN

CVE-2019-11510 [ & Ui ]
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e Fortinet VPN

CVE-2018-13379 [ CHFEEEL ]

e Sangfor Vpn RCE

‘©0x03 NOIXPRIREY [ €14 FREARS RO SMgetshelFIA, BHHESR ("EPZE") ]

I A A R B 3 7 — 2 S b B IE BE P Bh IR G getshe 1119 iR 55, LB I — RE K 0 M 1) R 55 38 R AR
FIRE, CA% “sEhrdrde A O 2 RE L f "IRE R K she LIBUIR mi k" A bnfEBEAT 1 VR0 HE 7
an BRI R) ELAR Bedy R R D5 3 HEAT T A 2

e Top Port List

Mssql [ BN LAEfEtep 1433 1, 55114, BUKIK S0 gE, /8, 47T, FITEAN ]

SMB [ BR\TAEfEtcp 44551, §514, ZmAEHRAT, FITHEAN ]

WMI [ 2N T/EfEtep 1350 1, $FH4, @AEHIT, FITHEAN ]

WinRM [ BRI\ TAEEtep 59850 [T, I 42 TAF b 5226 2 Bg AWindows, 35114, mREHAT, JEITHEAN ]

RDP [ B\ TAEfEtep 33893 11, 5114, mAEHAT, WARMBshiftRET] ]

SSH [ BN TAEEtep 2210, 14, mAEMAT, FITHEN ]

ORACLE [ B\ TAEfEtep 1521w 1, 5504, BUXRKSHMEE, =, @EHAT, EITHEA ]
Mysql [ 2R\ TAEfEtcp 330635 [, 55114, BURIKSEMIME, RI(AEHTHBTEZERS) ]

REDIS [ 2R\ LAEfEtep 63793 H, 55104, R, 5 X (webshell, B 15, iFXIAT5), 240 ]
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POSTGRESQL[ BRil T{E#tcp
LDAP [ BRI\ LAEAEtep
SMTP [ B\ TAETEtep
POP3 [ BRiILL/EfEtcp
IMAP [ BRIL LIEAEtep
Exchange [ BRil L{EfEtcp
VNC [ BN TAEfEtep
FTP [ BRI\ LAEfEtep
Rsync [ BN LAEfEtcep
Mongodb [ RN TAEfEtcp
TELNET [ BRI\ TAEfEtep
SVN [ BRI\ LAEAEtep
JAVA RMI [ BRil L{E#tcp
CouchDB [ 2K\ TYEfEtcp
‘©0x04 A\CI#LPRIXEN

5432011, 5514, HURME BHME ]
3893 11, AV, 8014, BURIKSHMLME ]

2500 I, MRSSFHIRBCE FEWM T AMEERT, B04, BUREER

11055 1, §50 4, HURME SR ]
143350, 5504, BUREBHE ]

4433 M, O 04 eg: Owa,ews,oab,AutoDiscover...

59004 1, 5504 ]

20 1, $§H4, ERAVR/E, BUKERME ]
873 1, RFA, M4, HUEEEHME ]
270173 H, R|EH, $5H2L ]

23 H, §5H4, JEITHEAN ]

3690 1, 5514, SUREEME ]

10993 I, W HEAFAE R T AL A ]

59843 [, ARFALViI ]

OERVBWERA, EIFPMESPRMIESRE, ABIERES, WA ——5%E, BHES

o KISRIERER

MO AT 20 H b WA - 44 81 2R
HEE RN B AR HEAE 55 1%

g REN [ KIEMAREE ]

e ]

pthit B {F, BURME R ...

]
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Pt [BE A FAT b — it #0 o 2 Sf vHE  T 2% ol 5 A I A X A B RS T RBEAR, BAIHOR SR B SE PR RS T R ]

b, B G H AR ROE R H R B (E

1% 4t 7% ) H

W 4%

exe[zip,7z]

Ink

chm

EF YN

PNEE R

OLE

CVE-2017-11882 [ F|H s fi &K ]

SR, 4 HOAR ACE S AR SRR RE, A, R A% A AR S B T T oK B ERCR R N R K S A

Vpn

Mail

OA

Net ntlm hash [ BB IEN,pdf... % hash, E KR ISPiT JESMBYL & A ]
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“©0x05 EHE2 [ {RINFIA, BHHES ]

L R sk T s AE Gl AR, RROETE, HAME, SSPRRIrER O ELE IR A J7 a0 e s i G vk K A A SR R 3R K

» Windows R&tiEiRE AR [ BINRIRIIRE RIS M ST IR R |

BypassUAC [ win7 / 8 / 8.1 / 10 ]
MS14-058[ KB3000061 |
MS14-068[KB3011780]
ms15-051[KB3045171]
MS15-077[KB3077657]
MS16-032[KB3124280]

ms16-075

MS16-135[KB3199135]
MS17-010[KB40©13389]

cve-2019-0708

CVE-2019-0803

CVE-2019-1322 & CVE-2019-1405
cve-2019-12750 [ FE[T8kw (HIWAZ ) AR ]

o linux WZimiE AR [ linux-exploit-suggester ]

[E ]
[H ]
[HE ]
[H ]
[H 5]
[ 5]
[HE ]
[ ]
[HE ]
[ ]
[ A5 ]
[H A5 ]
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CVE-2016-5195 [H 4]
CVE-2017-16995
CVE-2019-13272

o MASXBE=IRS / KHETEREN

Mssql [ A ]

Oracle [ 4]
Mysql

HRE =TT AR AL R [ A ]
suid B IR

iHRIAE 5%

% P R R 55 C B M

‘©0x06 AME L [ MHERUEE, HHER, JELTETHERESHRERREAEGSNT |

o HEISRICE"BRIL IISREURER

o TR R R T EF LA CRIMEEERE B ARG A 8 IR W HEAT 0, s A A BB R

A AT shel IR K VR0 RGN IR A

RBCUET RSN FEMipi &, O e, ip, 6%, WX, % dns ip

AR AT R G S Rl

BT P A A Py Al [ EAT S Linux, B AT REA S AU AT S R BURIK S E S, ip, BURIRSSECE ... ]
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SREUCANLIT A W% /R A& ERENTEAAR, B H br R G0 il 58 0% S fE (vl B2 [\ AT 10 55 ) 1 /30 F /WX 48 H 45 B
ARBCANLT R / WK [ RS a5 ]

SRIWAHL rdp / ssh ufi P FIRA K& HERIAN G5

ARIAHLETA H 1 rdpbh il 5%

BRIAHL B T A SSHE 3l 3%

KRBT ARG AERZHAIM AL [ X windows ]

RECAN T A SRR M TR [ EERNINED, A, BT S ]

RICAHL &AW e R A BT & I 583 il %

RICH AT A2 A RIESS SR KRR S X B AT A A [ A SHAT A PR AT R A & M EEIK 5 %8S ]
RWCH AT 7 =i K& Bt B pr A S8R

SR BT RS0 BT A A7 75 suld BUBR (19 — 3t ) 72 17

KA 2R [ ip & @ ]

RICHH R G A I B R 3 iR BUE

RWMAET RS A ipc #E&E &k CRHAKE

REC AT & 41 A H: 8 [mount ]

RIS [ R G B KRR A

SRIBCH BT RGBT A 4 X /85 I e VE 2048 FH A Ol

RECARNL SR K

SRELAHLarp / dnsZEAf

SRICL AT HL A A AR [ EEMEEE HIsHl s B4 Lpython, jdk,ruby. .. 2138 5 M HATHEL, B SEFH ]
RBCH BT RGP A A P KA R

R BT R Gthost XN FF

RECH AT R A EE L EZE AW AT HLa & B RN ]

azs 72 4057 il 92 H bs B P U R AR

T LR R RS A R 2 T R A E T RME O, 8, W] 58 42 K5 EDROR SE I Hff 92 %% R BUR R B0l 28 AR
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FAHEIEE "BRTL", St BRI AEMEHRIS & FraxEt Wl SieEosh
HEIMENH M AFBwindowst.B§43 1 FrfE "1&" / "TI/EHER" [smbiRUiHE]

RALE Web Banner $E SRENK# B iR S RFWNT

N 2% Aot S A [ 3 5 1R 55 A

& Rwebilk 588 [ THTHEHEAD ]
& 2 B A R IR 45 B

NINAREEIR S [ THTREHBAR ]

NMvpniik s [ THTEHIEAL ]

P XA 2R L IR S W 45 IR 45 8% ,eg: zabbix,nagios,cacti...
R 2R B B i 32 4% i, B, B KBS, EDR, AL P web E 0 L ..
P H R 55 s

AR TR 55 AR

P 1% % 25 0A, ERP, CRM, SRM,HRR 4t . . .

X FT R IR 55 e

N MES R4

PR AR 95 2%/ HEERE G P& [Vmware ESX]

M2 L. ..

N IE 4, B R BT 01 TR A

I a0 -

A A A
ST T T e e e

Bt DL 0 2% Al P PR R 4, L S AR R AR AT AR I Y 2R B

HYAMMSTESEHRERSEM L kO (EERS S HPREEERER FH TR ERRSHRNIRE)]
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A e G R B /R S5 A AR E IR R E
PTG & R BOHE SCHK 23 B 25 48 %% T BURCRFAIE , 3110 b AR X 48 55 R I 4% 258 4 il 4R IR 17

o HIURRBMARSCRCERBRIMERNIRZSFIA

MS@8-067 [ IS, HALKEHRAT LI 3 G5 T A AR, b A, B S A E 0T B
MS17-010
CVE-2019-0708

oS S I SRR R K B A R, R A AR E A T
T A RN J3 B A o s IR AE S Bn T AR AR B e AR — e Y R R AE R R4t R R] R B0k

©0x07 AME L [ FRHHEIE "HE" 5 "B |

o THMTIBEE

VE 0 R SR AR OE 2 T e H O MR = B BALIR B AR iR € AT BLRR R A RE IE W AT
BEAE A BT A, BETAR B A R, BN ISR B AN B

HEEIUBCE FIHLAS B & SRRl IR 55 1C B ST b DR A7 1 & P K 5 3 g
LU Gn , % P £ HE P R L B SO, B RIS B 9 I B S (redis, http basic...)...

Mpik " HE BgEEM / HARNG KRN, WXL b 48 4 7] 58 IR A7 5 & 28 BIUR W 28 557 (1 K 5 %5 3k
tbfn, *.1s,*.doc,*.docx, *.txt....

PUEL K3 " Hdls P 25 7 o L o DR A7 25 o B4l e e 2 K 5 6 1
bt 4, Navicat, SSMS[MSSQL [ iy 2 /= o & B T 5 , B [t A g R A7 B0 H % 15 (% )5 i base64) ]
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PMECU T RS "EM R RS REK S % Ghash” [ Windows ]

MIHAT RGP A "ARMH Y SC% S /hash” [ Windows & linux ]

MECU AT RAMTE "H )/ token" [ Windows ]

PUEC "windows B 5 8 3 &5 v R A7 1) 5 SR IE B2 K 5 & g

PUHL "MSTSC %5 7 i 1 ORAF B BT AT rdpie 2 K 5 2% g

PUEL A28 "UNCE /i T H AR AR A7 1 i 2 3 g

U "GPPH sk FRA A& RIK T H " [ WA A P XML RAF 1% i hash A1 NETLOGON H 3¢ T 2 26 JA rp R A7 B K 5 %5 65 ]
PUE %2R "SSHE P L H PR S M linux R G IEHIK 5% ", SecureCRT,Xshell,WinSCP,putty
PUEL 225 " a2 TP AR A7 1 &% Fhweb B X %15 ", Chrome [360% % #% 1, Firefox, IE, QQ| i

PUEL 2K " Hdls 2 3R DR A7 1Y % KK 5 % i hash ™

PUEL 528 "FTPE S g T H AR AF I 5 P ftp B sk 5% ", filezila, xftp...

PUEC S 2 "W 28 7 oty 2 A R A7 1 & PR FE K 5 %554 ", forxmail, thunderbird...

PUEL %2 "SYNZ /- o LB b OR A7 1) BT A 2 2 K 5 e S T

PUEL 2K "VPNZE " 3 L H A1 DR A7 1) & A vp il B2 K 5 %

o WEIEBEE [ FEEERECKEERS |

[VE: RERAE T EFLA CBINEAEANE ARG 4 68 L WHATH, WA ABFRE , 2P ES]

Windows SSP [ff AL/ 7]

Hook PasswordChangeNotify [#F A4k /WN7T#]
OWA XF I 5 % i & 3K

B Ikmstsc.exed iy A ) rdpidk 2 K 5 % 15
linux 7l 4 ic 5 A H
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AL CHE SR [ http, ftp,pop3... ]
& G B 5%
windowsts FE 4TS [ UERAE R B NN AR Z 5, i, Wik B, B H N G R INER ]

e Hash/Sf:

Hashcat [ 5 & #fGPU ]

“©0x08 AIMEL [ AMER "BiE"" / "R / "RE" FEFX RGICE . BHES]

H I R
tbam, http,dns, DL M — 26 2% 5 MR FH XT3 0 1 tepiin 1. . .
X TR AE — M # = S wmi, smb, sshizt F£ 04T , 78 P9 IR L &= Pt 33 30 H RE IR A P 2%

W OHTTPIA 4 4Q 3
abptts,Neo-reGeorg,reGeorg,tunna,reduh...

AU, AT A L 2 20 /D # A 5 R, I8 & ZARTE B OIS Br H be 20 358 I8 B 2t 4 47

SSH %18
B g L # K , socks S A& AE R R G, WAL A4 ]

Rdp Fi%iE

J% 7] SOCKS
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nps, frp, ssf, CobaltStrike(socks4a & rportfwd ), sscoks ...
THRERMA RS T, THEBATAA

IERMTCP i % Kk
EHZ, A — %2, eg: nginx,netsh,socat,ew....

DNS I %% i 1

Webi 1 & H

THEP AL, £ RIS
ANAZ 3 1 2 AT R S 3 25 oA I B A4 0 R AT, AR 2 S TR A 2 SR B A B A I ORI AR v i, DABEOR GRE B OO B R 0 B

‘©0x09 IAMES [ MAFEAREFE (HigE ), RIGICS, HHES]

o FIXIHBIHAI—LEMERILE] ALY, RFEE—BloodHound & PingcastleBR, iR TEFTEBITE LR RITF]

BRIk A 58 B R 51 3R

BRI ATk A A P AT SR L A 44 81 R

A5 HX 21 T 35 A 1) i A5 DNS il 5% 2 L 4% 44 1 3%
BRI A4 A ) i A SPN

AR i 4k A ) i A ou

R AR A A S & H 4o
KGR EERR [ BHBZE ]

R AT IR A BT AT BILE B T AL 1)

https://mp.weixin.qq.com/s/iLWSFELzQj9OtNELWXrBRQ 23/34



FREN 24 | 35 P B A web il 55
SRECH AT N RS [ EBERNT THZEERE ]
BN R E N

o [REEIREN B iR EIE PRI — L ENF X

HAEGPP H3t [ H i nlgE R 77 KA HIK S5 %00 , AU A AF /E XML G 70 25, NETLOGON H 31 it - 26 Ji A [A) B 7T A AR 2 B K 5 4565 ]

k55 S hashil i ("L HZBEH P ") [ kerberoast ]

B ] P AT B A Sl [ WS, M AJADSTHZ 1, H S id 4771 ]

Kerberos ZEik#F|H

FE 1 LDAP

Exchangef & ACLIk H

SSP AR K B ik 55 4% % G

M & KBRS £ NP getshell [ 5514, &IFIAVAH A fF T AINdayiR i, & HiWeblwiF ... 1,7 N MRS K%M, 5=
P2 4555 5 b

IR 4 R
DNSAdmin ZHECOi i ] [ INRHAT B R d1L ]
LAPS

MS14-068 [ WA SEPhrH iR EE T ]
LLMNR/NBNSH#k 3w + SMB relay [ ESZESZ R HSZHKH AL ]

o HARZEMREEEEDTT
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R EX AT 45 DNS1E 3%
S H 2 HT I ) 58 B LDAP LTS [

FEHCY AT Mntds . dit [ 30N K 5 % 05 50 E ]

Dcsyncld]

Volume Shadow Copy Service

o HAEERFPERIpENM

F FHOWA® 5t 0 &
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