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1 WAETIREN XIEREE , PRIEIREERAMS17-010 44515 C#E1TINE

2 AIEE IPSeciREIRIAIARE , RATHFERIIP M 3389%um I EF A ?

2 windowsi%Z 2 HSENEHERNXEREE | EFCRIIE—FFHEE
— 1 EMHID , HPHNENIDAFRFTATERA?

> NSFOCUS



3.

1.
2.

ZOREBEEFRANEE

ZeficE

*
RedHat Z2Ec &/

L EBHFLH R

/\\ 2
PSS

il

-

== NSFOCUS

)
!

\



ZElhFYLHEEE

a. TAUER
b. MFREANREE
c. BENH

— X
‘V;”JJ* NSFOCUS



LZEFHFLHENR - IAUERIY

hwmoonﬁd#c pan. d
[rootgbogon pan.dJ# 1s
atd cmm
chin (ups

kscregnsaver other pluto postlogin-ac runuser-1  smartcard-auth-ac s [systen-auth  mtoolsd
ksl Dassid potkit-1  ppp sana sitp sudo | systen-auth-ac vsftpd
Leinst  password-auth  postgresql remote  setup sntp.postflx |sudo-1 | systend-user woen

login postlogin runuser  smartcard-auth sshd su-1 | vlock JServer

Ingerprint-auth-ac assiord

s
autologin -pin
dn-snartcard
-Launch-enviroment Kkcheckpass

fl o
jin- q
Chh dovecot odn-fingerprint 0
odn- kche

conflg-util fingerprint-auth 0gIn password-auth-ac
[root@ogon pam.d]# cat passud

#PAN-1.0

ath - nclude  systen-auth

nclude  systen-auth

(AR AR ERIAILTIRERT | &R LUERPAMALEIRIAPISCIIAIELIRE !
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W ZEFHIFHLHIEIR - IAUERIY

PAMBYBCE MU B F/etc/pam.conf, tBE]LATE/etc/pam.d/S4EE T RCE EIE
Aoyt A, EsCIRAURS T AR EHFERSNFEF AN E.

BB HFES IANFER , service. type. control. module-path. module-argments ,
ANEZFERIR EABRER] SCIARBAVALELNES

BeBfED




" ZERIPYLE]

Linux EFEEITFEZ XY
XSS 2RISR
FABHI N AU | Linux/g
XL HBLE T ARG
PRI

/—/—\

I

- NERGHRETE

D]

SAHASBR

Who

Ni4FTEE
Ni4FTEH
Hith R

How

r BJiEEwA] SxAJ AT
SUID
SGUI
Sticky
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22 UHIER - MAFRGHREE

[root@bogon home]# 15 -a1
2FA= 8

drwxr-xr-x. 4 root root 32 88 15 2018 .
dr-xr-xr-x. 17 root root 224 885 19 2018 ..

. 16 fang fang 4096 95 8 2017 fang

. 19 oracle oinstall 4096 85 18 2018 oracle
[root@bogon homel# ||

[root@bogon homel# cd /etc/

[rnn*l"ol'\nnnn n+r1# 1r “h1 /n+r Iy = e evard

- - -\--7-'. --‘O _--' r..--..-

drw-r--r--. 1 root root 3318 88 15 2018 /etc/passwd
[root@bogon etcl# ||




ZEPiPlHElENL - ERFNIRETE

DdSSwU . UST/0 Ddoowl = Ddoowl US

[root@bogon etcl# ls -ak /usr/bin/passwd

Jusr/bin/passwd

[root@bogon etcl# 1s -al /usr/bin/passwd

-rwsr-xr-x. 1 root root 27832 658, 10 2014 /usr/bin/passwd
[root@bogon etcl# (|

drwxr-xr-x. 2 root root 6 78 25 2018 5%
drwxr-xr-x. 2 root root 6 78 26 2018 @
[root@localhost logl# 1s -al /root |[grep history

1 root root 5979 38 13 10:47 .bash history
- . 1 root root 778 88 2 2018 .gdb_history
[root@localhost logl# su fang
[fang@localhost logl$ cat /root/.bash history
cat: /root/.bash history: BB
[fang@localhost logl$ []

7= 'NSFOCUS
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01.Who

Syslog , LinuxRFEENVARHETIFHE | 5
BMEFRIRSEANR RS

03.Where 02.Why
Syslogi&iFZi2FRIAEIERE varlogER T | LinuxRFRIZFNT SRR~ £ S HERE
[EIRT B Al Sletc/syslog.conflit & X 41T H B, FZEENEMRRER , XYEEX

SRR E BER TREAFRETRSEIFEERN.
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" ZEbpiPrlElEns - BE4

O SHAEZEE
EEEEEEE

auth AN PERIERE | flogings<y. sudp<.
console IR G SRIER.

cron AFERITITRES I ~=4ERBEE.

daemon HLCTH R HE AR BT,

kern RHEWNIZER

mail BRfFEHE

news g FrEIE MY (nntp) = ERYER.

ntp RIZEESIEIINY (ntp)F=ERYE R

user AP HE. ISFOCUS
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= A& R

emerg 32BN, ERATHE (R SER ) | —RSBMETERRF.
alert REVINES | FINRFETEEIRIA.

crit eraiEn , FlUfERERIEIR | PIRe=FESEFIIERD TIRE

err —REIREE.

warning =5,

notice ARER , (BERAREREE,

info BRMYER  —RAXEEERER.

debug A ERERER.

none ZEMNER  MeFEAIREBR. ISFOCUS



ZEPiPlHlENL - HE3H

ﬁlﬂmalb\

- 1. /var/log/messages: EFEZARAEEER  HPCE8RFEHEENEE
« 2. /var/log/syslog:E_LmessagesHEARE , ERICRESHER  BEERZHOFTAIER.

- 3. /var/log/user.log: iIERFMBEERAFEENEE

» 4. /var/log/auth.log: BEZRFRUER | FIFEFEFIE R

- 5. /var/log/daemon.log: B EFMEFEETIFHIZHTER

+ 6. /var/log/kern.log: BERIZERNBE | BEITEESIRIZETHRRAIE.
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May
May
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May
May
May
May
May
May
May
May
May
May
May
May

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

13:
13:
13;
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

29:
31:
31;
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:

ZEPiPlHlENL - HE3H

sshd[34504]: pam_ unlx(sshd session): session opened for user root by (uid=0)

sshd[34963]: reverse mapping checking getaddrinfo for bogon [192.168.126.1] failed - POSSIBLE BREAK-IN ATTEMPT!

unix _chkowd[349801: password check failed for user (root)

sshd[34963]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh rusef= rhost=192.168.126.1 user=root
sshd[34963]: pam_succeed if(sshd:auth): requirement "uid >= 1000" not met by user "root"

sshd[34963]: Failed password for root from 192.168.126.1 port 42416 ssh2

un1x_chkpwd|[34996]: password check tailed for user (root)

sshd[34963]: pam_succeed_if(sshd:auth): requirement "uid >= 1000" not met by user “"root"

sshd[34963]: Failed password for root from 192.168.126.1 port 42416 ssh2

unix_chkpwd[35012]: password check failed for user (root)

sshd[34963]: pam_succeed if(sshd:auth): requirement "uid >= 1000" not met by user "root"

sshd[34963]: Failed password for root from 192.168.126.1 port 42416 ssh2

unix_chkpwd[35028]: password check failed for user (root)

sshd[34963]: pam_succeed if(sshd:auth): requirement "uid >= 1000" not met by user "root"

sshd[34963]: Failed password for root from 192.168.126.1 port 42416 ssh2

sshd[34963]: error: Received disconnect from 192.168.126.1: ©: [preauth]

sshd[34963]: PAM 3 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.126.1 user=root
sshd[34963]: PAM service(sshd) ignoring max retries; 4 > 3

[root@localhost

« 11. /var/log/wtmp:lt HEX K AIBRBTAFER | T HEREFRNEE |, EHNEG |, Alast8d

« 12. /var/log/utmp:IlEREXIFERNIENTHFPIYMER. dwho,w,users,fingerEEZ215ialtb 344
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[root@localhost log]#'lastlog
RAFPZ #®0O *B8 5B E
root pts/2 192.168.126.1 — S5A 14 13:29:40 +0800 2019

May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14
May 14

Tl

13:29:40 bogon
13:31:38 bogon
13:31:42 boaon
13:31:42 bogon
13:31:42 bogon
13:31:44 bogon
13:31:48 bogon
13:31:48 bogon
13:31:50 bogon
13:31:51 bogon
13:31:51 bogon
13:31:54 bogon
13:31:55 bogon
13:31:55 bogon
13:31:57 bogon
13:31:58 bogon
13:31:58 bogon
13:31:58 bogon

lp
Sync
shutdown
ULo%J0=2], ACLE halt
sshd[34504]: pam_Imail
sshd[34963]: reve operator
unix chkpwd|34980 games
sshd[34963]: pam_| FTP
sshd[34963]: pam_ nobody
sshd[34963] : Fail P€995Us

ods
4
e OIS <ystent s oy
' = t -net
sshd[34963] : Fail'zgzsem " |

unix_chkpwd[35012 polkitd
sshd[34963]: pam_:apache
sshd[34963]: Failitss
unix_chkpwd[35028 colord
sshd[34963] : pam_:abrt
sshd[34963]: Fail unbound
sshd[34963]: erro TSEmEXd .
sshd[34963]: PAM | 1o5 o1 2geman

‘saslauth
sshd[34963]: PAM g5 pery

[root@localhost logl# [] rpC

amandabackup
pcp

geoclue
setroubleshoot
memcached
postfix

rtkit

gemu

mysql

radvd

B T i
S B T i
KA R BT
kS B T i
ok S B T
o\ S B T i
ok S B T
ok S B T
ok S B T
ok S B T
ok S B Tt
ok S B Tt
BT i
SR BT I

BT A x

* K /&l\ ;:\ = §Z iz_-_# * K
* K /l)l\ 77_\, = §’Z ‘lr__v * K

* K /l>‘~ e = §'Z l_"-' * K

LS e~
o S BTt
o PSR BT i
o PSR BT
o PSR BT
o PSR BT
o PSR BT
o PSR BT
o PSR BT
o PSR BT
o PSRBT
o PSRBT
o PSR T
o PSRBT
o PSR T
o PSR BT
o PSR T T
o S BT i

oK ’&l\ ;7,.\ § :?'Z i: K

ok ,&l\ ;;\ = }‘7"2 iz_-_a K
* K ))l\ 77_\, = §Z i: K

'6.1 user=root
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0 YER : 148550
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R - IKSSOSEE

K0S

)

2 JSUEEE, &

aEE
EX 1 IREOSHRKERE EK : BENEERKFER

4 ZHZTL

BR/NFO0K | A EEESERR REABR. RERIE. R K ig&kRrootzHMUID

O 5% (& 5% ) MESER Pws ; mEnEEreEE ;O yowme

MOS  OOHREERY  SOOKE

(PR BRBFEREE L (R BLSORPRAR (8 REEERS |
O warmman Tohammnst — — KSR SHHRRG
B E RS
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g -

" ZEECEDRRH - HEREEK

EeEREINEE | icREAPEMRER. 8
E1TH. iERsuiSHEMIBR

3k BB RBFHBEEEIT , IcRAFPEREE.
E1T7H. 1IERsuinSERBR
e : EERPBEGRE , EF R

L P~ -

i
EEEE*E E lu\I}J He

2K | IRENECEInE iSRS 25
1BF . BB HEEERInERSSR L |
LEEEEEE

BEXHESIEZRIS _
cronfTARZE. T2£HMHHEE
B3 . BEUNPRIRENTT5 5
ER  IERAFITAE 2 EK : FREcronfTAAE. &%
EHHEEE
EF | IEREESER. £2
LIS

i
\\z@\
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g -

Y ZEECED R - AR

RARERREIHNREE
FK  IRERAFPEREIALSR
( /etc/login.defs ) , i&Eumask 027
YEF | IREEARIHIRSSR

BEEXHREERE

F3K : XshadowFEEHHAfTchattr +i 1
1
YEA | IRESEABEHEMIBR. &, IREHE

FERFRWIENRIZE BEXR , ERNAEEEANSHAIEAS.
g3k ;. IEHigE/etc/shadow, /etc/securityZ
BEH. BHREUR wEssh&ERaIZE&EBanner
 /AVEURN |, BRERFXBE
ER : &/IMFUREN | FBHEERSTXE = : (gareshBtAbanner
EF : LB RIRNFTRIRME
HRumaskiz&
F3k : BidE /etc/csh.cshre, fetc/profile 3 {4AJumask
{E8077

1EF : BESERFIR

-
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)
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ZEECED R - MNERE

IPIN TSRS 1S BACESSHIY
(ERIPIIYTIREIPRIIRSRECESSHIMY 51} root I ESSIFTP

% HtelnetiiX
BK : T¥essh , FfE/etc/services @ B3R : 2 FrootBERWU-FTP, VSFTP

PR LU Lo 23/tep (EF : ERRIRRSER SN

1k root FIEEER Eﬁs";fm@w* _
K {&Xcommunity OR/RW @17
3k ZllrootlAFinfEtelnet, ssh& HiXZL AAprivateFpublic ' T
xR YEF : BALLIREEEFIFISNMPERIAIETT
{ER : BHLLE DR | [FHEREXbE FIRFHITIG o
opensshZ2HElE

FIUEBRARSERFTP

BBk 2 FEZWU-FTP. VSFTPHPESR
{ER : BHIEEE=ERZIBRIFTPIRS

FE3K : #Esshd_configaisshd2_configh i s :

Protocol 2 . PermitRootLogin no

{BF : (NERASSH2 ; RytiFrootFIFERSSHE
bk, PEEZEMXE.
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ZOREREEARSH - KEOS

IRE SRS
« #vi /etc/login.defs

 (ZECE G
« PASS_MAX DAYS 180 o A I<HAR 9180K
« PASS_MIN_DAYS 1 BRE 1R Z RABEE N
- PASS WARN_AGE 28 BRIz A28 KR~ g
« PASS MIN_LEN 8 BRI RKER/NSAIFRF

chageigELinuxik SR
nage -m 0 -M 30 -E 2019-10-11 -I13 -W 7 <FHF%&>
chage -d 0 <AFP&> (EFIZEEIIHR)

0O
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MAIL_DIR /var/spool/mail
#MAIL_FILE .mail

# Password aging controls:

PASS_MAX_DAYS  Maximum number of days a password may be used.
PASS_MIN_DAYS Minimum number of days allowed between password ch
PASS_MIN_LEN Minimum acceptable password length.

PASS_WARN_AGE Number of days warning given before a password exp

PASS_MAX_DAYS 99999
PASS_MIN_DAYS ©
PASS_MIN_LEN 5
PASS_WARN_AGE 7

[root@localhost ~]#| useradd test -p 123456
[root@localhost ~1#|[]

#

# Min/max values for automatic uid selection in useradd
#

UID_MIN 1000

UID_MAX 60000

# System accounts

SYS_UID_MIN 201

SYS_UID_MAX 999

#

# Min/max values for automatic gid selection in groupadd
#

GID_MIN 1000

GID_MAX 60000

# System accounts

SYS_GID_MIN 201

SYS_GID_MAX 999

= 'NSFOCUS



PASS_MAX_DAYS
PASS_MTN_DAYS
PASS_MIN_LEN
3 PASS_WARN_AGE

UID_MIN
"/etc/login.defs" 72L, 2028C

[root@localhost pam.d]# vim /etc/login.defs
[root@localhost pam.d]# passwd test

H T test HEERY

W) &,

RS Eh T e NSFOCLES
HOHT AT A —




UOREECE(FRNSE - RIAAVEIRSS

-

KiFxinetdi=HARSS

« {E2/etc/xinetd. d/BHR THZIRFBHIECE A :
- {8 disable = no B3 yes
- #service xinetd restart ERExinetd

- HftFEXARSS

telnet klogin kshell ntalk tftp

Y ahr
« #Exinetd.confS3 4B FRIIRS , disable 29 yes
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DV

ERKEZ=2L - BcEsshikS

® 1 docker e 192.168.126.11:22 (FHE&IE)

Xshell 6 (Build 0089) == test
Copyright (c) 2002 NetSarang Co Cast

fRSERssEY: SSH2, OpenSSH_6.6.1

Type “help' to learn how to use
C:\~ . Y

[Can-1s SSHIESSSIEE T &8, WEE—A.
Connecting to 192.168.126.11:22

Connection established.
To escape to local shell, press

(® Password(P)

(W)

O Public Key(U)

Keyboard Interactive(l)

[ )icE=83(R)
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sshfz5%

=
dt
X
W
Xk
I
i

»
Ey=gEE 3 X & 1docker
Xshell 6 (Build 6089)
et Copyright (c) 2002 NetSarang Computer, Inc. All rights reserved.
“90“‘9’ Type “help' to learn how to use Xshell prompt.
o los [C:\~1%
¥ jenkins
¥ VPS Connecting to 192.168.126.11:22...
O wultr Connection established.
" o To escape to local shell, press 'Ctrl+Ali+
¥ FESE X F
. Connection closing...Socket close.
O FRETE (2) ¢
" /— N
SOE === rNEMll Connection closed by foreign host. | HE”%EﬁY&ﬁH&gﬁ?E@?
O FELSE (3) Too many authentication failures for test (code: 2)
Disconnected from remote host(¥izlt<xiifi) at
Type “help' to learn how to use Xshell pfo
[C:\~1$
Connecting to 192.168.126.11:22...
Connection established.
To escape to local shell, press 'Ctrl+Alt+]'.
verridden o ine I AR =%
o R & A
= 2iF
+n 10
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1 sshERATNMT MM , BSPHIIE—ID5INFRFTAEE ? R
FENLAEZENEHRER , sshHESEA %fﬁ

2 umaskZEH4 ? EfcEumaskHBFZIZRT A ? umaskAMERZIRENEZ D ?

3 PAMZIinuxANAIERRER |, aal@E@E PAMALEIBECELinux R STRIZ DS RE RS ?

\\zgz
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ZEPFYlEER - AFPAE. IXR

01.1BR

- RER ¢ SRIFRFPTISERVEEERNE | AIEIESR | CIEERS] , EESLhIE
« WEAR - RIFARFRMF—ESERNNSR |, AEERE |, SUEFEAERER

02.558

- —HNIRHNES | BT AENEIREEIZEIFIRAR
- JUEHPETARIAS , iILAFEEXNNABINIR , XEUEEH TERIE
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W Z2EhiFYlEiEL - BRAEE. R

01.DBA Role

HIEEEERAS , HEMENRERSNR
FoBRFIRIZS[EIFRER |, (LEMARF R F SR

o

03.CONNECT Role
EEAE , LInRSRFER | F32

APLEAFEERAIAR

02.Resource Role
REAE , EERIETRIEUERE
BRI LEFIZEE

N
\\z@

- NSFOCUS



» ZEEFYEIER - BREE. IR

PRH ™ Johed - 18 ™ otk - =18
%ﬁ@%ﬁlﬁﬂ,ﬂ\ ’5. {77 Dnﬁﬁmgta”\iwsm Bxx- e ‘Hj%% E;""E
®) oracle 11g v v | P i
*E?E Elﬁt%ﬁﬁ):'ﬁ"ﬂﬂ’]%@ 1 select * from user_sys_privs Ej: Brﬁ.] _JLM

IR SssRE , AT
MR | (RIEIRSRAR Tk ol N R = SRR, RURE)
ROKENE SBURPEER | HTTEE BFIFIR R

Z8  Result1

4= =
r_ Eq'U\IE 173 % BEF{EE:tIJEi{EE ' USERNAME  PRIVILEGE ADMIN_OPTION
1 select * from user_role_privs; Nsys AUDIT SYSTEM NO
SYS ALTER SESSION NO
SYS ALTER ROLLBACK SEGMEMNO
T / dbaFIFRRBHIAS SYS ALTER ANY CLUSTER ~ NO
AR Resu SYs CREATE ANY INDEX NO
USERNAME ~ GRANTED ROLE ADMIN_OPTION DEFAULT ROLE OS GRANTED
SYS ADM PARALLEL EXECUTE TASK  YES YES NO SYS CREATE DATABASE LINK NO
SYS APEX_ADMINISTRATOR ROLE YES YES NO SYS DROP PUBLIC DATABASE INO
SYs AQ_ADMINISTRATOR ROLE YES YES NO SYS GRANT ANY ROLE NO
SYs AQ_USER ROLE YES YES NO
»SYS AUTHENTICATEDUSER| YES YES NO SYS ALTER ANY ROLE NO
SYS CONNECT YES YES NO SYS EXECUTE ANY PROCEDURNO
SYS CVLLSR_ROLE YES NO NO SYS CREATE ANY MATERIALIZINO

=,
SYS ALTER ANY INDEXTYPE  NO 7 NSFOCUS
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» ZEEHIFLSEER - BESUE

01.5Z 1% ( Alert log files )

- FTBAEREEIR ( ORA-600 ) . BRIRIAEEIR(ora-578). FEHi(ORA-60)EEE
- EE(E , AICREATE , DROPIET , AREIRESS , XAEER

« MBI EshRFNI P HIAYEIR

02.3RERHAE (Trace files)
- ICREIEEES. XA, ETHEESHEREER
* E$#ZE|OracleRY A PR BRI AR P ERER A4

03.E{ B (Redo log)
s IBRE—NUEIEERER
. RHE—FIRENH
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Oracle 4B{&

HOracle 2R HRITHIZR , ForaclefiZIZIiZATIIRIE
FETFHENOAN | BRI AR SRERTE

- NEHE, BEIE | - BASEENR | - GEHEERMS | - BFEEEMEE -
TEEEIR AR £ =il
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" ZEHIFHEIER - RE2Z

VPD ( RS BEIERF )

RUABMNE T AR HAMTRIDIES

WRE AR REEERIE—KRFTRETE
YT . TEEEHMBAFIEEE.
Oracle Audit Vault
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SQL> create user testq2l identified by "123";
create user testq2l identified by "123"
*

ERROR at line 1:

ORA-28003: password verification for.-the_specified password failed
ORA-20001: Password length less than 8

sqQL> ||

SQL> create user testg2l identified by "111111111";
create user testg2l identified by "111111111"

*

ERROR at line 1:

ORA-28003: password verification for the specified password failed
ORA-20009: Password must contain at least one \
digit, and one character

sqQL> ||
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alter system set audit_trail=os scope=spfile}|

SQL> show parameter audit_trail;
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alter system set audit_trail=o0s scope=spfile NAME
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SQL>
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USERID LOGOFF$TIME
SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT

SCOTT 2019-01-25 12:59:48
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220 . TEhttpd.confiLEI 4 |, EFTEOptionskXiE=x5
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<Directory "/Web" >
Options FollowSymlinks
</Directory>
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Index of /dvwa

Name Last modified Size Description

ﬁ Parent Directory |

23 css/ 2019-05-14 14:45 | -
[ images/ 2019-05-14 14:45 | -
23 includes/ 2019-05-14 14:45 | -
12 Js/ 2019-05-14 14:45 | -
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Forbidden

You don't have permission to access /dvwa/ on this server.

granted
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<Directory />
Order deny,allow
Deny from all
</Directory>
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EELVERI NI PR
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<LimitExcept GET POST >

Deny from all

</LimitExcept>

TraceEnable Off
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