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« Weblogic « ssh, ftp. ssh. rdp

« Struts2 =] e

« JBoss - TZ=word
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» N EERR
/var/tmp

o« BHATEERIR : C\Users\Account\Downloads

 apache-tomcat-*/conf/tomcat-users.xml

%IJ_

« servers/AdminServer/tmp/_WL_internal/bea_wls_internal/9j4dgk/war
« servers/AdminServer/tmp/_WL_internal/bea_wls9_async_response/8tpkys/war/
« servers/AdminServer/tmp/_WL_internal/wls-wsat/54p17w/war/

« servers/AdminServer/tmp/_WL_internal/wls-wsat/
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AN
ZZ VI
CVE-2017-8570

ALY —— D \N\ ¢ l:J_gl ——:
T=I1RE=slTF
==
=i
« CVE-2018-0802
« CVE-2017-8570
« CVE_2017_11882
msf exploit( ) > run
Y
%’\]@Myﬁ [*] Started reverse TCP handler on 192.168.137.142:6607
. [*] Starting the payload handler...
° 15,%\14&;% [*] Sending stage (1189423 bytes) to 192.168.137.1
[*] Meterpreter session 3 opened (192.168.137.142:6607 -> 192.168.13
St of e | N VA
* E$E1tﬁgj:}-l"f? meterpreter > shell

Process 12848 created.

* CVE‘2018‘15982 Channel 1 created.

Microsoft Windows [%;% 10.0.17134.345]

o CVE_2018_4878 (c) 2018 Microsoft Corporation®@6669eeGGEGHHE
Yy — F:\607 G6[R666\cHB6G66\CVE-2017-8570-master>pws
1”&1E5 pws

. , ‘pws' G6660 BUGOA0H[ 006500061000
- BIERSHPARRERFS  aatan
F:\607_66[H666\c066666\CVE-2017-8570-master>whoami

whoami
Liulinggi\sss607
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« 21
« 22
« 23
« 445

« 1433 :

- 3306

- 3389 :

- 7001
- 3080

- 27017 :

FTP ( REf0AEIE. 5505 )

: SSH (550<)
: Telnet (RERAAL $50<)

SMB ( iI=fZan<HiAT )

MSSQL (550O<. #N)

. MySQL (850, #)

RDP ( 350<. ImAEfCABHAT )

. weblogic (55[1<. SSRF. 5L )
: Tomcat ( EAPUTHA. 3504 )
MongoDB ( Z&igiifIa) )
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0 Tcpview

1 AutoRuns

1 WebShell&ExTEH
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» Tcpview

0 TCPViewg— 1 Hk
ERESTFRTERITCP
MUDPimR (5IZRAVE
- B FE AN ERY
Pzttt LA TCPiZES:
HYIATS.

File Options

| A =

Process

View

Help

Process

~IDdLL
i

B’ Syrstem

B’ System

1 svchost. exe
Bl svchost. exe
7] svchost. exe
7] svchost. exe
7 svchost. exe
7] svchost. exe
Bl svchost. exe
Bl svchost. exe
] svchost. exe
7] svchost. exe
B’ Srystem

Bl wininit. exe
1 svchost. exe
] svchost. exe
B’ lsass. exe
B’ services. exe
7] svchost. exe
] postgres. exe
Bl svchost. exe
7] svchost. exe
7] svchost. exe
7] svchost. exe
7] svchost. exe
1 svchost. exe
Bl svchost. exe
7] svchost. exe
7] svchost. exe
7] svchost. exe
7] svchost. exe
] postgres. exe

OpsSIV. exXe
OpSIYV. exe
postgres. exe

PID Protocol
4 UDP
4 UDP
920 UDP
1152 UDP
1152 UDP
1152 UDP
920 UDP
348 UDP
1152 UDP
1152 UDP
1152 UDP
756 TCPVE
4 TCPVe
436 TCPVe
852 TCPVe
920 TCPVE
548 TCPVE
540 TCPVe
2080 TCPVe
1672 TCPVe
292 UDFVE
320 UDPVeE
852 UDPVE
1152 UDPVeE
152 UDPVE
1152 UDPVeE
920 UDFPVE
348 UDPVeE
1152 UDPVE
1152 UDPVeE
1152 UDPVE
1672 UDPVE

CP
CP
TCFVe

Local Address
WIN-SLFNTOESQFL

win—91fn70e8q...

WIN-9LFNTOES8QFL
WIN-9LFNTOESBQFL
WIN-SLFNTOESQFL

win—91fn70e8q...

WIN-SLFNTOESQFL
WIN-SLFNTOESQFL
WIN-9LFNTOESBQFL

win—91fn70e8q. ..

WIN-SLFNTOESQFL

[
win—91fn70e8qfl
win—91fn70e8qfl
win—91fn70e8qfl
win—-91fn70e8qfl
win—91fn70e8qfl
win—91fn70e8qfl
win—91fn70e8qfl
[0:0:0:0:0:0:.
win—-91fn70e8qfl
win—91fn70e8qfl

oo

e s 8 e

QO O W

WIN-SLFNTOESQFL

9
9LFN7TOESQFL

-0-0-0-0-

0-0-0:-0-0-0-
0:0:0:0:0:0:...

01000 L.

Local Port

netbios—dgm
netbios—dgm
isakmp

ssdp

ssdp

ssdp
ipsec—msft
1lanr

52312

52313

52314

epmap
microsoft—ds

[ e

W =1 =1

n

LA

oo
Wk OO oOoOoooo

OO Wk WWwN NN

Q

Remote Address

0-0-0-0

-
=
-
=
=
-
-
=
-
=
=
[0:0:0:0:0:0:.
wi
win—91fn70e8qfl
win—91fn70e8qfl
win—-91fn70e8qfl
win—91fn70e8qfl
win—91£fn70e8qfl
win—91fn70e8qfl
win—91fn70e8qfl
=

L T R

A

Ll

n—91fn70e8qfl

Remote ...

OO0 O0O0OOO0O X X X % X X X % X X x

LI U U U

m

Endpoints: 61

Established: 10

Listening: 21

Time Wait: 0

Close Wait: 0




»» AutoRuns

AutoRuns2— HEED]

MEEETEH , wAAERR
EISEFBIIEAFETE
FF , GIaNtE 4K oiERr |
wmeWSV L EafERFIR
£, BEbtwindowsHs EI’J
msconflg.exel_%gijc ,
Bk TJEWLXEEU—%E
msconfig BETTIEEEZAY®
SRS EEHEER |
R BEIEFAARIIE IS NI B DNk
KBRS R,

’

\I

=T Autoruns - Sysinternals: w

sysinternals.com

File Entry Options Help

d2RIXE

Filter:

|

[ﬂ Boot Execute | E Image Hijacks | %] Applnit I %] KnownDLLs | ﬂ Winlogon | .’\ Winsock Providers | ¢2 Print Monitors @ LSA Providers
& Network Providers ﬁi WMI B Sidebar Gadgets I l'j Office
3 Everything I _.ﬁé Logon I 4 Explorer I & Internet Explorer I (4 Scheduled Tasks ‘ % Services I _.% Drivers | Codecs
Autorun Entry Description Publisher Image Path Timestamp Virus Total
@’ HKLM\System\CumrentControl Set\Services 2019/1/13 1:58
) Acunetix Acunetix Scanner Service  Acunetix Ltd. c:\program files (x86)\acun... 1992/6/20 6:22
W Acunetix Data... pg_ctl - starts/stops/restarts... PostgreSQL Global Develo... c:\program files (x86)\acun... 2017/2/24 6:46
0% peapd Allows to capture traffic ont... Riverbed Technology, Inc.  c¢:\program files (x86)\winpc... 2013/3/1 9:28
\g Tomcat7 Apache Tomcat 7.0.81 Ser... Apache Software Foundation c:\apachetomcat-7.0.81\bi... 2013/3/28 20:46
;_J, TPAutoConnSve ThinPrint component for cre.... ThinPrint GmbH c:\program files\vmware\v... 2016/7/1921:08
& TPVCGateway ThinPrint component that re... Cortado AG c:\program files\vmware\v... 2014/10/29 21:52
[n”] VGAuthService Alias Manager and Ticket S... VMware, Inc. c:\program files\vmware\v... 2017/2/1115:06
% VMTools AIEHEENNE P .. VMware, Inc. c:\program files\vmware'\v... 2017/3/17 22:20
07| VMware Physi.. BEMMEHE S EIZ(T... VMware, Inc. c\program files\vmware\v... 2017/3/17 22:22
[n”] VMwareCAFCo... VMware Common Agent A... c:\program files\vmware\v... 2017/3/17 22:26
7] VMwareCAFM... VMware Common Agent Ma... c:\program files\vmware\v... 2017/3/17 22:25
‘ 2| WinDefend AP EN SRR Microsoft Comoration ¢:\program files\windows d... 2009/7/14 9:29
7] WMPNetwork... {8 EMERNAIRES... Microsoft Comoration c:\program files\windows m... 2009/7/14 8:24
} \ tomcat7.exe Size: 107K
."} Apache Tomcat 7.0.81 Server -http: Time:  2013/3/28 20:46
Apache Software Foundation Version: 1.0.15.0
C:\apache-tomcat-7.0.81\bin\tomcat7.exe /RS//Tomcat7
Ready. Windows Entries Hidden.
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»» Webshell&xTH

D E 151 DES v2.1.4.4 (i BR] =
' DIE :ovw mmrsomursrn
O findwebshell —
- HEER. -
M3 RT3 A0 00k ) Em
oK Xt GaHEmBRIHE BB HEA ol fizekadial
| KN ‘\test\189. php%00. png 5 eval F5i7] 34 2017-12-13 10:48:03
@ | FY \test\aspx/nS). aspx 5  AESE] 2033 2013-02-02 20:19:34
[ FAY \test\shell. php 5  evalfgi] 28 2017-01-13 16:38:26
X &
webshell/5[ ik S
{ B2 j P CEGL)
}'/Users/Juzheng/apps/mini-scriptslwst/one.php levallassert/g|’] 2017-11-10 19:42:18
[lUsers/Juzheng/apps/mini-scripts/wst/pic.gif évallassert}é‘l"] 2011-08-23 11:15:06
;’/Users/Juzheng/apps/mini-scripts/wst/wp-login.php [includelrequire(_once)iﬁ%% ):z:1 =] 2017-10-13 10:10:48
[Users/uzheng/appsimini scrpts/wstiwp-adminimedia-uploadphp includelrequire(_once)3F¥£5|A/ET12016-:08-2302:25:31) ¢ Fal 71 BE m - b
[/Users/]uzheng/apps/mini-scripts/wst/wp-adminﬁncludes/class-wp-list—table.php lincludelrequire(_once)3Ei%3| Afa17/2017-07-27 08:40:43
[Users/juzheng/apps/mini-scripts/wst/wp-admin/includes/class-wp-plugin-install-list-table.php includelrequire(_once)3Ei%5 | FBfE17 2017-10-19 02:01:49
i/Users/Juzhenglapps/mini-scripts/wst/wp-adminﬁncludeslclass-wp-plugins-list-table.php lincludelrequire(_once)3Ei%3| fAfE17/2017-10-05 07:43:46
{/Users/juzheng/apps/mini-scripts/wstp-adminﬁncludes/class-wp-upgrader-skin.php includelrequire(_once)3Ei%3 | FfE17 2017-07-27 08:40:43
},/Users/juzheng/appslmini-scripts/wst/wp-adminﬁncludes/deprecated.php includelrequire(_once)iEi%3 | B[ 2017-09-26 16:24:46
§/Usersfjuzheng/apps/mini-scriptslwst/wp-adminﬁncludes/file.php iincludelrequire(_once)iE}ﬁ%| AE2017-11-27 11:29:25
IUsers/juzheng/apps/mini-scripts/wst/wp-admin/includes/media.php “includelrequire(_once)3E%3| BEI7/2017-10-21 21:27:48
(/Users/juzhené/ébpslmini-scribtslwst-adminﬁncludes/meta-boi(ves.bh'p i §i'nc,ude|,ed;,i,e(;g,nce);g;;gg] FE1[2017-11-24 02:03:43
f?Usersfjuzheng/appslmihi-scriptslwst/Wp-adminﬁncludeshempléte.php i‘irnc(udelrequire(_once)iﬁ}f% J::] }Eﬁ 2017-11-11 06:32:47
: — %
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windows
 Sublime/UE
 LogParser/LogParser Lizard

 Event log Explorer

web W/

-

« Weblog Expert

linux

« Goaccess
« grep. cat, more, less, awk
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» HETIHE

1 Sublime
HE=1RME

O

R

ERYN L=

.46359)
.46359) :
.46375) :
.46375)
.46375)
.46375) :
.46375)
.46390)
.46390)

.46390)
.46390)
.46390)
.46390) :
.46406)
.46406) :
.46406)

.46406)
.46484)
.46500)
.46500) :
.46500) :

.7246468)
.7247000)
.7247031)
.7247031)
.7247093) :
.7247093) :
.7247093) :
.7247140) :
.7247140) :

.7247140)
.46343)
.46359) :

.46390) :

46406) :

46500) :

.46500) :
.46500) :

.46500) :
.46515)
171843)

:*Mwwnwwwwmwwwwwwwwww
: WDM call returned error: 420
: WDM call returned error: 420
: WDM call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420

3 WDM call returned error: 4204

sekkskksksiokskok ok kokskokskok ok kokkkokiokkok kokkkokkokk

: Could not get pointer to binary resource for file:

C:\Windows\system32\drivers\ndis. sys [MofResourceName
soksicksksoksoksokoksckskaFokadoksdoksokstokstok ok kok ko ok

1 skkskokskickaicksicksickicksksokoKk koK oKk KAk Aok ok Fok Kok ok oK
: Could not get pointer to binary resource for file:

C:\Windows\system32\drivers\zh-CN\ndis.sys.mui[MofRe

1 skkekkskioksicksicksiokskoksksoksok oKk skadok ok ok dokkokoktokok
1 skkekkskioksicksicksiokskokskscksoksoksiokskadok ok ok ok skokoktokok
: Could not get pointer to binary resource for file:

C:\Windows\System32\drivers\bthpan.sys [NdisMofResour

1 sekskokskiokaicksicksiokakokskokok koK ok koK Aok FokFok kR ok oK
1 skkekkskiokaicksicksiokskoksksoksok oKk skadok ok ok Fokkkok ok ok
: Could not get pointer to binary resource for file:

C:\Windows\System32\drivers\zh-CN\bthpan.sys.mui[Ndi]

1 kkkkkcksiokkokkkkekkkokkckkok ok Kok kok ok kokokokok skokk

Sekckkkdokskok ok kkkkokskok ok kokkkokok ok kok sk ok kokk

: info Could not get pointer to binary resource for fi

C:\Windows\System32\drivers\monitor.sys[MonitorwMI] (

1 skkskkskickickaickickickksikskorskkck Kok ok ok ok kkok koK
: info WDM call returned error: 4204
: info warning WDM call returned error: 4204

call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420
call returned error: 420

: WDM call returned error: 4200
.171859) :

WDM - call returned error: 4200




Log

1N

Parser

« EAME\ - LogParser —iINSHRIET! —o szl "SQLIER)"
« Logparser.exe —i:EVT —0:DATAGRID “select * from C:\path\xx.evtx where
EventID=5080"

Fﬂ. Log Parser

Edit View Format

EventLog RecordNum... | TimeGenerated TimeWritten Event EventTy... | EventTypeName EventCateg... | EventCategoryName SourceName

C:\Users\AAA\Desktop\Security.evix 744 2017-11-08 22:07:... 2017-11-08 22:07:... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:A\Users\AAA\Desktop\Security evix 746 2017-11-08 22:07.... 2017-11-08 22:07.... 5058 8 Success Auditev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C\Users\AAA\Desktop\Security evix 748 2017-11-08 22:07:.... 2017-11-08 22:07-... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security evix 750 2017-11-08 22:07:.... 2017-11-08 22:07:.... 5058 8 Success Auditev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security.evtx 752 2017-11-08 22:07:... 2017-11-08 22:07:... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C\Users\AAA\Desktop\Security evix 842 2017-11-08 22:13:...  2017-11-08 22:13:... 5058 8 Success Auditev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C\Users\AAA\Desktop\Security evix 14263 20171110 11:19:...  2017-11-1011:19.... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security.evtx 14462 2017-11-11 16:15.... 2017-11-11 16:15:.... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security.evtx 14545 2017-11-1716:15....  2017-11-17 16:15:... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
CA\Users\AAA\Desktop\Security evix 14767 2017-11-2710:05:... 2017-11-27 10:05:... 5058 8 Success Auditev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security.evix 14846 2017-11-27 14:49:...  2017-11-27 14:49.... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security evix 14852 2017-11-27 14:51:...  2017-11-27 14:51:... 5058 8 Success Auditev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security.evtx 19361 2017-11-27 22:45:...  2017-11-27 22:45:... 5058 8 Success Audit ev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C\Users\AAA\Desktop\Security evix 19363 2017-11-27 22:45....  2017-11-27 22:45:... 5058 8 Success Auditev... 12292 The name for category 12292 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au
C:\Users\AAA\Desktop\Security evix 22521 2017-11-28 16:21:... 2017-11-28 16:21.... 5058 8 Success Audit ev... 12292 The name for category 122592 in Source "Microsoft-Windows-Security-Auditi...  Microsoft-Windows-Security-Au



» HETIHE

00 LogParser Lizard
3% SlogParserip< , TWEFZFE , KKK 7 LogParserfIEAMEE.
- (FEIEERA LG ERNUEREEXCELENER
« ERTIINFRELIER |, WlogdnetZ, BJLAXTIS logs. EventLogs. logé4net&EH{TH{ERIEIA.

|3 Queries

7 x ‘ |3 All Queries I LZ2 All errors from event log* I L2z Count event types from System I LZ2 Prompt for user input

1S

r text to search... Pl

W3C Logs

All .htm pages

All IP Addresses between 19...

All on Port 80

ASP App Errors

Complete log

Distinct users

Hit counts for each extension
HTTP Status codes

Requests and full status by n...
Sample: query with inline VB...

Total Bytes Sent
Totals by hour

Total number of bytes gener...

Event Logs

File System

IIS W3C Logs

Log4Net

MS Active Directory Services

T-SQL

4 : ’ 1] Result Grid I oili Chart | S8 Dashboard ‘

Filev Edit Format~ Bookmarks~ Insertr Tools~v Window~

B @& 9 o | ¥ B3 @ X | 4 = =E 2 OB 3 8 (| FB

1 SELECT EXTRACT TOKEN (FullUri, O, "|') AS Uri,

2 EXTRACT_ TOKEN (cs—uri—-query, -1, '|') AS ErrorMsg,
3 EXTRACT TOKEN (cs—uri—-query, 1, '|') AS LineNo,

4 JTNT () AS Total

S USING STRCAT( cs—uri—-stem,

6 REPLACE_IF NOT_NULL (cs—uri-query, STRCAT('?’',
7 ) AS FullUri

8 FROM #IISW3C#

9 WHERE (sc—status = 500) AND (cs—uri-stem LIEKE '$.asp')

10 GROUP BY Uri, ErrorMsg, LineNo

11 ORDER BY Total DESC

cs—uri-—query))



»» HEIE
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BolElAAERFERE
AR £ B &

A BRRZEEE

Computers Tree X | Security on DESKTOP-LCAELTS X |
=) DESKTOP-LCAELTS (local) g )
HEN I | 1| NEW
@ Appiication (4058) A » /| Showing 23018 event(s) | G
{8 HardwareEvents (0) Type |Date [Time |Event |source |category [user Computer
3 Internet Explorer (0) @, Audit Success 2017/12/7 16:28:40 4798 Microsoft-Windows-Se F Pk S 1E N/A DESKTOP-LCAELTS
-3 Key Management Service (0) @, Audit Success 2017/12f7 13:16:32 4616 Microsoft-Windows-Se & AZS B N/A DESKTOP-LCAELTS
-3 Security (23018) @, Audit Success 2017/127 12:28:40 4616 Microsoft-Windows-Se & AZS B N/A DESKTOP-LCAELTS
g ;"\::r'i"nﬁﬁ:zzmsﬁcs a @, Audit Success 2017/12/7 11:31:36 4672 Microsoft-Windows-Se H R N/A DESKTOP-LCAELTS
@ Windows PowerShell (49) & Audit Success 2017/12(7 11:31:36 4624 Microsoft-Windows-Se &F N/A DESKTOP-LCAELT8
{9 ForwardedEvents (0) @, Audit Success 2017/12(7 10:50:02 4799 Microsoft-Windows-Se I7 2R E1E N/A DESKTOP-LCAELTS
%@ Microsoft-AppV-Client/Admin (0) @, Audit Success 2017/12/7 10:50:02 4799 Microsoft-Windows-Se &R 18 N/A DESKTOP-LCAELT8
2§ Microsoft-AppV-Client/Operational (0) @, Audit Success 2017/12f7 10:49:27 4672 Microsoft-Windows-Se }¥ T N/A DESKTOP-LCAELTS

@ Microsoft-AppV-Client/Virtual Applications (0)

@ Microsoft-Client-Licensing-Platform /Admin (423)

@ Microsoft-User Experience Virtualization-Agent Driver /Operational (0)
Microsoft-User Experience Virtualization-App Agent/Operational (0)
Microsoft-User Experience Virtualization-IPC/Operational (0)

& Audit Success 2017/12(7 10:49:27 4624 Microsoft-Windows-Se F N/A DESKTOP-LCAELT8
@, Audit Success 2017/12f7 10:44:38 4798 Microsoft-Windows-Se F§ Pk PS8 N/A DESKTOP-LCAELTS

ot cmss Loz | s s indows SRARPEE VA bescopiomns

_ Audit Success 2017/12/7 10:40:04 4672 Microsoft- Wlndows-Se#Eﬁ%i DESKTOP-LCAELTS

2§ Microsoft-User Experience Virtualization-5QM Uploader /Operational (0) @, Audit Success 2017/12(7 10:40:04 4624 Microsoft-Windows-5e &3 N/A DESKTOP-LCAELTS
-9 Miar °S°ﬁ'Wi"d_°W5 ) @, Audit Success 2017/12(7 10:30:35 4798 Microsoft-Windows-Se F Pk SR N/A DESKTOP-LCAELTS
4 2‘:::‘:'(: E°'a"°" Operational (0) @, Audit Success 2017/12/7 10:30:16 4672 Microsoft-Windows-Se ¥ BE BT N/A DESKTOP-LCAELTS
98 sMsapi [0) @, Audit Success 2017/127 10:30:16 4624 Microsoft-Windows-Se S35 N/A DESKTOP-LCAELT8

2@ Windows Networking Vpn Plugin Platform/Operational (0) @, Audit Success 2017/127 10:30:15 4672 Microsoft-Windows-Se 3§ BF S N/A DESKTOP-LCAELTS

% Windows Networking Vpn Plugin Platform/Operationalverbose (0) @ Audit Success 0171217 10:30:15 4624 |Microsoft-Windows-Se ZF N/A NFSKTOP- CAFI TR

g A user's local group membership was enumerated.

[a}

25

7'3, Subject:

E Security ID: §-1-5-21-3777011902-4166502931-942617472-1000
Account Name: AAA
Account Domain: DESKTOP-LCAELT8
Logon ID: 0009185A

User:

Security ID: §-1-5-21-3777011902-4166502931-342617472-1000
Account Name: AAA
Account Domain: DESKTOP-LCAELT8

Process Information:
Process ID: 000011E4
Process Name: C:\Windows\explorer.exe
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86.132.136.211 - - [08/Dec/2007:00:24:02 -0800] "GET /img/tm_home.gif HTTP/1.1" 200 554
"http://www.smsync.com/order/?ref=001" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0; SLCC1; .NET CLR
2.0.50727; Media Center PC 5.0; .NET CLR 3.0.04506; InfoPath.1)" www.smsync.com
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Daily Hits
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smartsyncpro/how-to-backup. html -

Activity by Hour of Day
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Most Popular Pages

-

V’ ’ ‘ ’ I|

Jorder/ -

/support/ -

/downloads/ -
/support/key-request. html -
/smartsyncpro/uninstall. php -

Jsmartsyncpro/ -

/smartsyncpro/registration.html -

/smartsyncpro/whatsnew. html -

300 500 900 1,200 1,500

o



Most Popular Pages

Page Hits | Incomplete Requests | Visitors | Bandwidth (KB)
}} E E- 1 | hitp://www.smsync.com/ 1,973 | 0 1,554 | 10,401
2 | http://www.smsync.com/ order/ 507 0 373 2,147
I l—l\ 3 | http://www.smsync.com/ support/ 395 |0 280 2,106
4 | http://www.smsync.com/ downloads/ 310 |0 255 1,318
5 | http://www.smsync.com/ support/key-request.html 195 |0 155 584
6 | http://www.smsync.com/ smartsyncpro/uninstall.php 150 |0 134 564
D We b LO g EX p e rt 7 | http://www.smsync.com/ smartsyncpro/ 148 |0 116 732
8 | http://www.smsync.com/ smartsyncpro/how-to-backup.html 98 0 94 102
9 | http://www.smsync.com/ smartsyncpro/registration.html 77 0 75 44
Most Requested Dlrecthoml"luenémmm e o iﬁ ;‘:
Directory Hits | Incomplete Requests | Visitors | Bandwidth (KB) 2; :22
1 | http://www.smsync.com/ 3,845 |0 2,324 18,710 31 97
2 | http:/iwww.smsync.com/img/ 20,491 | 7 1,112 | 43,466 -
3 | hitp://www.smsync.com/css/ 1,032 |4 865 6,236 18 123
4 | http://www.smsync.com/ downloads/ 1,365 | 640 533 436,609 :3 3:
5 | http://www.smsync.com/ smartsyncpro/ 806 0 532 50,187 15 81
14 54
6 | http://www.smsync.com/ support/ 696 2 427 3,816 > 0
7 | http://www.smsync.com/ order/ 568 0 380 2,425 1 47
8 | http://www.smsync.com/ images/ 100 |0 48 60 e
9 | http://www.smsync.com/ contacts/ 57 0 44 167 8 60
10 | http://www.smsync.com/ smartsync/ 38 0 38 22 ; :z
11 | http://www.smsync.com/ partner-programs/ 35 0 18 141 6 70
12 | http://www.smsync.com// 14 0 14 58 : 2;
13 | http://www.smsync.com/ partners/ 3 0 3 1 ° 3
5 81
14 | http://www.smsync.com/ images/uploads/thumbs/ 1 0 1 0 )
Total 29,051 | 653 N/A 561,896 7~ 'NSFOCUS
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Goaccess
« goaccess -f ./Desktop/access.log --real-os -i -m

v% Bandwidth Data

4xx Client Error
—404 - Not Found: Requested resource could not be found
—400 - Bad Request: The syntax of the request is invalid
—403 - Forbidden: Server is refusing to respond to it
—408 - Request Timeout: Server timed out waiting for the request
—405 - Method Not Allowed: Request method not supported
—417 - Expectation Failed
2xx Success
—200 - OK: The request sent by the client was successful
3xx Redirection
—304 - Not Modified: Resource has not been modified
S5xx Server Error
—500 - Internal Server Error
—501 - Not Implemented

)
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goaccess -f ./Desktop/access.log --real-os -i -m -a --log-form=COMBINED
~/Desktop/a.html

& Dashboard

Ll Total Requests

1,973

Ll Excl. IP Hits

0

Hits$ Visitors $

Ll Valid Requests Ll Failed Requests

1,973 0

Ll Referrers Ll Unique 404

0 1,313

£ Panel Options ¥

Visitors

12
10

8.0

Bandwidth $+ Data v

953.77 KiB 07/Dec/2017

Ll Init. Proc. Time

0 secs

Ll Static Files

214

HEAD /H --- - —— GET /CFIC

Hits ~

Visitors +

Ll Unique Visitors

14

Ll L og Size

K74

OPTIONS ,
Hits

Bandwidth ¢

0Byte
10.84 KiB

6.66 KiB

Last Updated: 2017-12-07 19:36:04 +0800

Ll Unique Files

36

[l Bandwidth

.25 KiB 953.77 KiB

£ Panel Options ¥

Visitors

GET /icon: ET /icon: GET /../& ---TRAC GET /.htac

Protocol $ Data s

HTTP/1.1 /
HTTP/1.1 /

HTTP/1.1

/cgi-bin/stats

W
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